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Abstract

Program Veri �cation is a systematic approach to proving the correctnessof pro-
grams. Correctnessmeansthat the program satis� es its speci� cation, given by two
logical formulas: the precondit ion and the postcondition. Appr oaching the problem
of imperative program veri�cation from a practical point of view has certain impli-
cations concerning: the style of speci� cations, the programming languagewhich is
used,the help provided to the user for �nd ing appropriate loop invariants, the theo-
retical frame used for formal veri� cation, the languageused for expressing generated
veri� cation theorems as well as the databaseof necessary mathematical knowledge,
and �nal ly the proving power, style and language.

The Theorema system (www. theorema.org) [11], a computer aided mathemat-
ical assistant which o� ers automated reasoning and computer algebra facilities, has
cert ain capabilities which make it appropriate for such a pract ical approach: the
logic language of the system is higher-order predicate logic expressed in natural
style; the procedural languageis simple and intu itiv e, yet su�c ientl y expressive and
fully integrated in the logical frame of the system; the languageand the style of the
proofs are natural, similar to those used by humans; and � nally the proving power
of Theorema is enhanced by using speci�c provers for special domains, which are
integrated with sophisticated mathematical algorithms.

In this thesis, we present the design and the implementation of a protot ype ver-
i� cation system for the Theorema imperative programming language. This is based
on the Weakest Precondit ion Strategy, using Hoare Logic: star ting from the "cor-
rectness tri ple" f Pg S f Qg (S is the program code, P the precondition and Q is the
postcondition ), the system generatesbackwards statement by statement in S, the
formulae which need to be proven in order to show the program{correctness. The
essent ial part consists in speci� c generation rules for each type of statement. The
generator is part of the Theorema system.
In addition to HoareLogic, we propose a novel method for analyzing loop constr ucts
by aid of algebraic computations: combinatorial summation and equational elimi-
nation. Explicitly stated program invariants can help programmers in identifyi ng
program properties that must be preserved when modifyi ng code. In practice, in
most of the cases, however, these invariants are usually implicit. In th is paper we
present an alternati ve to expecti ng programmers to fully annotate code wit h invari-
ants, namely a method for automatically generation of invariants from the program
itself. The veri� cation condition s and the termination term for programs containi ng
loops and procedure calls are generatedfully automatically, in a form which can be
immediately usedby the automatic provers of Theorema in order to check whether
they hold.
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1 In tr oducti on

1.1 Mo ti vati on for Program Veri�cat ion

Program (algorithm) veri�cat ion [4] hasa long research tradit ion but, sofar, had relativ ely
little impact on pract ical software development in the industry. A notable exception is
the useof veri�catio n techniquesin the test of computer processors. However, the design
and implementation of reliable software still is an important issueand any progress in
this areawill be of outmost importance for the futur e development of IT.

The logically deep parts of the code are characterized by (nested) loopsor recursions.
These parts constitute the " tricky" or interestingpart of the code. For these parts, formal
program veri�catio n is an appropriate tool.

Formal program veri�catio n will only be attr active for industrial applications if a
decent percentageof the actual veri�c ation task (the mathematical proof of the veri�c ation
conditions) can be automated, i.e. the necessaryproofs can be generated by computer
software.

Computer programs are becomingmore and more part of systems that we use or rely
in our daily lives. Thereforethey shouldwork correct ly, meaning that they should satisfy
their requierments. A challengefor computer science is to develop methods that ensure
program correctness.

1.2 The Working Environm ent: Theor ema

Theorema is a computer aided mathematical software which is being developed at the
Research Institute for Symbolic Computat ion (RISC) in Hagenberg, Austria, by the The-
oremaWorking Group under the leadershipof ProfessorBruno Buchberger.

The Theorema group is act ive since1994 years in the area of computer aided math-
ematics, with main emphasison automated reasoning, and it is building the Theorema
system (www.the or ema.o rg ), an integrated environment for mathematical explorations
[6]. In particular, the Theoremasystemo�ers support for computing, proving and solving
mathematical expressionsusingspeci�ed knowledge bases, by applying several simpli�e rs,
solvers and provers in natural style, which imit ate the heuristics usedby human provers
(combining proving, computing, and solving, use of computer algebra, special sequent
calculus,domain speci�c provers, induction, useof meta-variables, etc.).

Theoremao�ers the possibility of composing, structuring and manipulating arbitra ry
complexmathematical texts consistingof formal mathematical expressions togetherwith
structural informations like labelsor keywords such as"D e�nit ion" , "Theorem", "Propo-
sition" , "Algorithm", etc. Moreover, Theoremaallows the introduction of onesown nota-
tions and symbols and even creating new graphical symbols [18].

Algorithms can be expressedin Theoremaby usingthe language of predicatelogic with
equalities interpreted as rewrite rules (which leadsto an elegant functional programming
style), and program veri�c ation is done by proving speci�cations basedon de�nitio ns
(both are logical formulae). However, the system also contains additionally an impera-
tiv e language with interpretor and veri�er, allowing program veri�catio n for imperative
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programs by generating and proving veri�cat ion conditions depending on the program
syntax [12].

The Theorema systemis particular ly appropriate for program veri�ca tion, becauseit
delivers the proofs in a natural languageby using natural style inferences. The systemis
implemented on top of the computer algebra systemMathematica [29], thus it has access
to a wealth of powerful computing and solving algorithms.

1.3 Overvi ew of Imp erat iv e Prog ram Veri �cati on in Theor ema

The approach presented hereis usually called Hoare Logic [10] whereprogram correctness
is expressed by so-called correctness formulas. Theseare the so-calledHoare triples f Pg
S f Qg, whereS is a program and P and Q are assertions (logical formulae). The assertion
P is the precondition of the program and Q is the postcondition. The precondition char-
acterizesthe set of init ial states in which the program S is started and the postcondition
characterizesthe set of desirable �na l or output states. The program S is a �nite sequence
of statements. A statement denotes single commands - assignments, conditional, loops,
function and procedure calls - of programming languagesand we consider a program asa
procedure(with output parameters,without return values). We deal with non-recursive
deterministic programs.

Basedon this approach, in the Theorema imperative language we are implementing a
prototypepackagefor program veri�c ation, calledVeri�catio n Condition Generator, which
usesthe Weakest Precondition Strategy in order to generatethe necessary veri�c ation
formulas for proving program's correctness. This package is basedon previouswork [12],
our current contribution consisting in: improving the veri�catio n of loop termination,
extending the veri�catio n of function calls in order to handle more practical sit uations
and automated generation of loop constructs, namely invariants and termination terms.

Invariants play a central role in program development. They can protect a program-
mer from making changesthat violate assumptions upon which the program correctness
depends. The absenceof explicit invariants in programs makes it easy for the program-
mers to introduce errors while making changes. Therefore, our purpose is to develop
a method that automatically infers invariants, wit hout any additional interact ions with
users.Doing this, we have usedalgebraic methods for the analysis of algorit hms in order
to �nd the necessaryloop invariants. This is of courselimited to programs which operate
over certain domains (e.g. numbers), but they are completely automatic, and thesetype
of programs are very interesting in practice. Current att empts at solving theseproblems
are based on a logical approach (see e. g.[8] or [9] Chapt. 16 for someheuristics), which
is much more di�cult, although more general.

Our approach is pract ical and experimental. Of coursethere are (and have been)
many systemswhich solve [partially] this problem (see e.g. [3, 1], the PVS Speci�cation
and Veri�catio n System { ht tp :// pvs.c sl .s ri. com/, the Sunrise veri�ca tion condition
generator { ht tp :// www.cis .up enn. edu/ ). The purposeof our work is to havea practical
systemfor experiments, which, in conjunction wit h therest of the Theoremasystemallows
us to examine test casesand to obtain more insight into the problem.
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2 Theor et ical Background

2.1 Basic Not ions

In the scope of the thesis, we usethe following notions:

� States, domai ns: A state is a mapping that assignsto every variable a value from
a domain corresponding to its type. A domain is considereda nonempty set of dates
or values.

� Statemen t s: Statementswill denotesingle commands(like assignments, condition-
als, loops,etc.) of programming languages.

� Prog ram: A program is built up of a �nit e sequence of statements. A program is
consideredas a procedure (with output parameters and without return value).

� Anno ta ti on of prog rams: A program is annotated by inserting statements (often
calledassertionsor invariants) expressingconditions at certain intermediatepoints.
That means, whenever control passesthrough that point, the assertion shouldeval-
uate to True, i.e. should be satis�ed.

2.2 Program Speci�ca ti on. Cor rect ness of Prog rams

A program speci�c ation must describe exact ly what execution of a program is to accom-
plish, while a program describeshow a certain input state is transformed into a desired
output state (Another part of the speci�cation might also deal with size, speedand an-
other properties). To specify a program, we rely on the so-called Hoare Triple from the
Hoare axiom system,introducedby Tony Hoare[10]:

(1) f Pg S f Qg

where:

� S is a program;

� P is called the precondition or input assertionof S

� R is the postcondition, output assertionor result assertion.

The bracesf and g around the assertionsare used to separate the assertions from the
program it self.
Formula (1) is called correctnessformula.

Informally, a (deterministic) program is correct if it satis�es the intendedinput/o utput
relation, i.e. its speci�cation. More precisely, we are interested in two interpretations of
correctness[20, 12]:
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� a correctnessformula f Pg S f Qg is true in the senseof partial correctnessif every
terminating computation of S that starts in a state satisfyingP terminates in a state
satisfying Q.

� a correctnessformula f Pg S f Qg is tr ue in the senseof total correctnessif every
computation of S that starts in a state satisfying P terminates and its �na l state
satis�es Q.

Thus, in the caseof partial correctness,divergingcomputations of S are not taken into
account.

Example:

The program speci�cation:

f x= 0g x := x+1 f x = 1g

has the precondition: x= 0

the program is: x:=x+ 1

the postcondition is: x= 1.

Our main interest is to verify program correctness, namely we want to prove the
consistencybetween speci�cat ion and program for every possible input. To this end
we invest igate the correctness formulas. We present a veri�cat ion system in asyntax-
directed manner [10, 15, 20], and we study the partial and the total correctness. The
main di�erences between the proof systemsof partial and total correctnessare:

- in the caseof While loops: veri�c ation of termination is based on a speci�c termi-
nation term;

- in the casewhen the program has also procedureor function call (which may not
terminate): termination of the subroutines has to be proven separately.

6



3 Program Ver i�cat ion

3.1 Program Veri�ca ti on versus Testing

In principle, thereare two methodsto check whethera program is correct, i.e. to check the
consistencybetweenspeci�cation and program for every possible input, namely: testing
and veri� cation.

� In the testing processthe program is executedwith a selection of input values and
it is checked whether the program producesthe desirede� ect. Sinceprograms can
not be tested for every possibleinput, the main disadvantage of test ing is that it
can not ensurethe correctnessof the program

� In the veri�c ation process,one proves the consistency between speci�cation and
program for every possibleinput, thus one can be sure that the program meets it s
speci�cat ion.

Thus, testing is performedon the object code, while veri�catio n on the sourcecode.

3.2 Bene�t s of Pr ogram Veri�ca ti on

Though program veri�cat ion causes more work than test ing, it hassome major bene�ts:

� with program veri�cat ion one can gain deep insigth into the program and really
understandthe idea behind it and its limit ations [15];

� program veri�catio n supports goal-orineted program development [9];

� the annotations for program veri�c ation are a good documentation for the program,
too [9].

3.3 L im it ati ons of Program Veri�cat ion

Most of the limit ations of program veri�c ation are due to its relevant complexit y.

� Only programsin a simple programming languagewit h a very limited set of language
constructs can be veri�e d. Therefore veri�catio n is usually performed only on a
small-scale algorithmic level.

� Annotating programscan be very di�cult if it is not done parallel to computing.

� It is usually not possibleto prove fully automatiocally and proofs can get very long
and complicated.
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3.4 H isto ry of Prog ram Veri �cat ion

In the past years,many approachesto program veri�catio n have beenproposedand used
in the literature. The most common of them is based on operational reasoning, which
consistsof an analysis in terms of the execution sequences of the given programs. For
this putpos, an informal understanding of the program semantics is used. This analysis
is often successful in the caseof sequential programs, but it is much lessin the case of
concurrent (parallel or distribut ed) programs, since the numbers of possibleexecution
sequencesis often forbiddingly large.

A di�eren t approach is basedon axiomatic reasoning. Our approach is basedon this
method. With this approach, we �rst needa language that makes it possibleto specify
the relevant program properties. The language of predicate logic consisting of certain
well-formed formulae is appropiate for this approach. Also from logic, the concept of
proof system(set of axioms and proof rules) is usedand it allows to prove that a given
program satis�e s the desired properties. Such a proof will proceed in a synthax-directed
manner by induction on the structure of the program.

The origins of this later approach to program veri�c ation can be tracedback to Turing
[26], but the �r st construct ive e�ort s should be attr ibuted to Floyd [7] and Hoare [10].
Floyd proposedan axiomatic method for the veri�c ations of 
o wcharts, and Hoare devel-
oped this method further to a synthax-directed approach dealing with while-programs.
Hoare's method recieved high attent ion, and many Hoare-style proof system have been
proposed sincethen in order to make possiblecomputer-aided, automated program ver-
i�catio n. Therefore, veri�c ation condition generators were implemented. A veri�cat ion
condition generator implements the inference rulesfor tr anslatinga formally speci�ed and
annotat ed program into a predicate logic formulae, which are to be proved in order to
prove correctnessof programs.

The �rst implementations of veri�catio n condition generators appeared in the early
1970's, of which the veri�er for partial correctnessof Igarashi, London and Luckham [16]
is a characteristic example. It was based on an axiomatic semantics for a substantial
subset of Pascal (including procedures). The only mechanizedpart was the veri�c ation
condition generator itself.

Ragland also developed a veri�catio n condition generator and even veri�ed its sound-
ness[23]. It waswritten in Nucleus, a language Ragland had invented to have the expres-
sivenessto write a veri�ca tion condition generator, and also to be veri�able itself.

Probably the best-known veri�ca tion systemof that time is the Stanford Pascal Veri�er
[1]. It consistedof a veri�c ation condition generator (t he�r st basedon theHoarecalculus),
a simpli�er and a "Rule Handler" (where self-de�ned rules could be given by the user
as axioms for the proof). This veri�cat ion system was successfully used to prove the
correctnessof " real" applications, as for exampleof a complier.

In the past years, several programming languagesin theorem proving environments
were implementented, such as: PVS, Sunrise,Spark, DAIK ON, Theorema. In the follow-
ing, we will present shortly a few of thesesystems.
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3.4.1 PVS

The Program Veri�c ation System PVS is the most popular veri�cat ion systemnowadays
ht tp :// pvs.c sl .s ri. com/.
PVS consists of a speci�cation language, a number of predi�ned theories, a theorem
prover, various utilities, documentat ion and several examples that illustrat es di�eren t
methods of using the system in several application areas. PVS exploits the synergy
between a highly expressive speci�cation language and powerful automated deduction;
for example,some elements of the speci�cation languageare made possible becauseof the
typechecker can usetheorem proving.

The speci�ca tion language of PVS is basedon classical,typed higher-orderpredicate
logic. The theorem prover of PVS provides a collect ion of inference proceduresthat are
applied interactively under guidencewithin a sequent calculus framework.

3.4.2 Sunris e

Sunriseht tp :// www.cis .u penn. edu/ is a veri�catio n system within the HOL theorem
prover. It contains a deepembeddingof a small Pascal-like programming language ('Sun-
rise') within the HOL theorem prover and provides a veri�ca tion condition generator
for the semi-autoamtic creation of proofs of total correctnessfor programs within HOL.
The systemcontains also tools to ease using mutual recursive datatypesand conditional
rewriting.

3.4.3 Spark

The Spark [3] languagecomprisesa kernelwhich is a subsetof Ada plus additional features
insertedasannotations in the form of Ada comments. Somet imes, Spark is even regarded
as being just a subset of Ada. The main Spark tool, the Examiner, is vita l to the useof
Spark. It has two basic functions: it checks conformanceof the code to the rules of the
kernellanguageand it checks consistencybetweenthe codeand the embeddedannotations
by control, data and information 
o w analysis.

3.4.4 DA IK ON

DAIK ON [19] is a prototype invariant detector which implements a set of techniques
for discovering invariants from execution tr aces. Invariants are detected from program
executionsby instrumenting the source program to trace the variablesof interest , running
the instrumented program over a set of test cases, and inferring invariants over both the
instrumented variables and over derived variables that are not manifest in the original
program. The essent ial idea is to test a set of possible invariants against the values
captured from the instrumented variables; thoseinvariants that are tested to a su�cien t
degreewithout falsi�catio n are reported to the programmer.
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4 The Veri �cati on System

Corresponding to the formally speci�ed program, we generate predicate logic formulae,
called veri�catio n conditions, such that the proof of theseveri�ca tion conditions insures
the correctnessof a program.

4.1 Veri�cat ion rul e for a sequence of stat ements

The program speci�cation

{P} S; s {Q}

whereS is a program and s is one statement

is correct if

{P} S { R}

and

{R} s { Q}

In the proof of the veri�catio n conditionswe also rely on the auxiliary rule for weaker
speci�cat ions' rule (or consequencerule), namely:
for any program S, having:

P ) P' , Q) Q' and f P'g S f Q'g

we also have:

f Pg S f Qg.

Dueto the veri�catio n rule for sequenceof statements, in order to verify the correctness
of programs we need veri�ca tion rules for each type of statement: empty statement,
assignment, conditionals, for loops, while loops (wit h and without termination), function
and procedurecalls.

4.2 Stat ement-Sp eci�c Veri �cat ion Rul es

For the sake of completenesswe give herethe complete set of veri�catio n rules, which are
similar to the onesgiven in the literature (seee.g[10]). In fact, these ruleshave been�rst
implemented in Theoremaby [12], basedon the principles presented in [15].
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4.2.1 Empt y

f Pg empt y f Qg

is correct if:

(E) P ) Q

Example:

f x > 0gf
1
x

> 0g

producesthe following veri�ca tion condition:

x > 0 ) (
1
x

> 0)

(which is clearly tr ue.)

4.2.2 A ssignm ent

f Pg x := t f Qg,
wheret is a term and x is a variable

is correct if:

(A) P ) Qx t ,
whereQx t results from Q replacingeach occurrenceof the variable x wit h t.

Example:

f x � 0g

x := x + 1

f x � 1g

producesthe following veri�ca tion condition:

x � 0 ) (x + 1) � 1

which is true.

4.2.3 Condi ti onal s

f Pg if Ct hen S1 el se S2 endi f f Qg,
whereS1, S2 are programs and C is a predicate

is correct if:
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(C1) f P ^ Cg S1 f Qg
(C2) f P ^ : Cg S2 f Qg

Example:

f Trueg

if (a � b) th en

min := b

el se

min := a

endi f

f (a � b^ min = a) _ (a > b^ min = b)g

producesthe following veri�ca tion conditions:

(C1)f True^ a � bg

min := b

f (a � b^ min = a) _ (a > b^ min = b)g

(C2)f True^ : (a � b)g

min := a

f (a � b^ min = a) _ (a > b^ min = b)g

4.2.4 Whi le Lo ops wit hout Veri�ca tio n of Terminat ion

f Pg whil e Cdo S endwhi le f Qg,
whereS is a program and C is a predicate

is correct if:

(W1) P ) I
(W2) f I ^ Cg S f I g
(W3) (I ^ : C) ) Q,

whereI is a Loop-Invariant .

remark: With theseveri�catio n rulesonecannot prove the total correctnessof a program
(only the partial correctness)
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Example:

f (r = x) ^ (q = 0)g

whil e (y � r ) do

r := r � y;

q := q+ 1

endwhil e

f (r + y � q = x) ^ (r < y)g

wherewe chooseas the Loop-Invariant : I � r+ y*q = x,

producesthe following veri�ca tion conditions:

(W1) (r = x ^ q = 0) ) (r + y � q = x)

(W2) f (r + y � q = x) ^ (y � r )g

r := r � y;

q := q+ 1

f r + y � q = xg

(W3) ((r + y � q = x) ^ : (y � r )) ) (r + y � q = x ^ r < y)

remark: In the case y=0 , the program will not terminate and we can not prove the
non-termination of it.

4.2.5 Whi le Lo ops wit h Veri�ca ti on of Terminat ion

f Pg whil e Cdo S endwhi le f Qg,
whereS is a program and C is a predicate

is correct if:

(WT1) P ) I
(WT2) (I ^ C) ) T 2 N

(or T2D, where Dis any domain with a relation of order denotedby < )
(WT3) f I ^ C^ (T= T1)g S f I ^ (T < T1)g
(WT4) (I ^ : C) ) Q

whereI is a Loop-Invariant , T is a Termination Term and T1 is a new variable.

remark: Theseveri�cat ion rules allow us to prove the termination of the program.
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Example:

f r = x ^ q = 0g

whil e (y � r ) do

r := r � y;

q := q+ 1

endwhil e

f r + y � q = x ^ r < yg

wherewe chooseas :
- Termination term: T � r-y
- Loop-Invariant: I� r+ y*q = x

producesthe following veri�ca tion conditions:

(WT1) (r = x ^ q = 0) ) (r + y � q = x)

(WT2) ((r + y � q = x) ^ (y � r )) ) (r � y) 2 N

(WT3) f (r + y � q = x) ^ (y � r ) ^ (r � y) = T1g

r := r � y;

q := q+ 1

f (r + y � q = x) ^ (r � y) < T1g

(WT4) ((r + y � q = x) ^ : (y � r )) ) (r + y � q = x ^ r < y)

remark: In the caseof y= 0, the proof of (WT3) will fail ) non-termination.

4.2.6 For Lo ops

f Pg fo r x := t 1 to t 2 do S endfor f Qg ,
whereS is a program, t 1 and t 2 are terms and x is a variable

is correct if:

(F1) P ) I x t 1

(F2) f I ^ x � t 2gSf I x (x+1 )g
(F3) I x (t 2+1 ) ) Q

whereI is a Loop-Invariant .

Example:
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f n > 0 ^ sum = 0g

fo r i := 1 to n do

sum := sum + i

endf or

f sum = (n � (n + 1))=2g

wherewe chooseas the Loop-Invariant :

I � sum = (i � (i � 1))=2

producesthe following veri�ca tion conditions:

(F 1) (n > 0 ^ sum = 0) ) (sum = (1 � (1 � 1))=2)

(F 2) f (n > 0 ^ sum = (i � (i � 1))=2 ^ i � n)g

sum := sum + i

f sum = (( i + 1) � (( i + 1) � 1))=2g

(F 3) (sum = ((n + 1) � ((n + 1) � 1))=2) ) (sum = (n � (n + 1))=2)

4.2.7 Veri�cat ion for Procedur e Call

Speci � cation of a Pr ocedure

Nameof the Procedure
Input: x1; :::; xk

Transient variables: u1; :::; um

Output: y1; :::; yn

Precondition: P (in which only the variablesx1; :::; xk ; u1; :::; um occur free)
Postcondition: Q (in which only the variablesx1; :::; xk ; u1; :::; um ; :::; y1; :::; yn occur free)

Pr ocedur e Cal l

Using the Hoare triple, a ProcedureCall has the following form:

f P' g R( t1; :::; tk ; u
0

1; :::; u
0

m ; y
0

1; :::; y
0

n ) f Q'g
( t i 1� i � k ;

�
u

0

j

�
1� j � m

;
�
y

0

l

�
1� l � n

actual parameters )

R - is a procedureconstant (the nameof the procedure)
pr ocedure R( x1; :::; xk ; u1; :::; um ; y1; :::; yn )
Input: x1; :::; xk

Transient variables: u1; :::; um

Output: y1; :::; yn
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Precondition: P
Postcondition: Q
S - the body of the procedure.

A call R( t1; :::; tk ; u
0

1; :::; u
0

m ; y
0

1; :::; y
0

n ) can be executedas follows:

- Determine the values of the input terms t i 1� i � k and the transient variables
�
u

0

j

�
1� j � m

and store them in the corresponding parameters x i 1� i � k and uj 1� j � m .
- Determine the variables described by the transient

�
u

0

j

�
1� j � m

and the output
�
y

0

l

�
1� l � n

variables.
- Execute the body S of the procedure.
- Store the valuesof the transient uj 1� j � m and output yl 1� l � n variables in the correspond-
ing parameters

�
u

0

j

�
1� j � m

and
�
y

0

l

�
1� l � n

.

Thus, the execution of the call R( t1; :::; tk ; u
0

1; :::; u
0

m ; y
0

1; :::; y
0

n ) is equivalent to execution
of the sequence:

(x i := t i )1� i � k ; (uj := u
0

j )1� j � m ;

S;

(u
0

j := uj )1� j � m ; (y
0

l := yl
�

1� l � n

Veri�c ati on for Pr ocedur e Cal l

Considering the notations from above for a procedure speci�cat ion, we give three ver-
i�catio n rules for procedurecalls, as follows:

Verifica tion Rule I .:

f P' g R( t1; :::; tk ; u
0

1; :::; u
0

m ; y
0

1; :::; y
0

n ) f Q'g

where:
P' = Px1  t1 ;:::;x k  tk ;u1  u0

1 ;:::;um  u0
m

Q' = Qx1  t1 ;:::;x k  tk ;u1  u0
1 ;:::;um  u0

m ;y1  y0
1 ;:::;yn  y0

n

Example:

f A > 0 ^ B > 0g
GCD(A, B, C)
f CjA ^ CjB ^ 8Z (ZjA ^ ZjB ) ZjC)g ,

wherewe have:
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pr ocedure GCD( X, Y, U)
input: X, Y
output: U
Precondition: X > 0 ^ Y > 0
Postcondition: UjX ^ UjY ^ 8Z (Z jX ^ ZjY ) ZjU)
S.

is correct, due to:

(A > 0 ^ B > 0) = (X > 0 ^ Y > 0)X  A;Y  B

CjA ^ CjB ^8 Z (ZjA ^ ZjB ) ZjC) =
�

UjX ^ UjY ^ 8Z (Z jX ^ Z jY ) Z jU)
�

X  A;Y  B

Verifica tion Rule I I .

f P' ^ 8A;B

�
QX  T;U A;Y  B ) VU0 A;Y 0 B

�
g

R(T, U', Y')

f Vg

where:

� X denotes a sequent of formal input variables f x1; : : : ; xkg

� U denotes a sequent of formal tr ansient variables f u1; : : : ; umg

� Y denotes a sequent of formal output variables f y1; : : : ; yng

� T denotes a sequent of actual input terms f t1; : : : ; tkg

� U' denotes a sequent of actual tr ansient variables f u
0

1; : : : ; u
0

mg

� Y' denotes a sequent of actual output variables f y
0

1; : : : ; y
0

ng

� A, B are sequent of variables f a1; : : : ; am ; r espectivelyb1; : : : ; bng

17



Example:

Having:

pr ocedure sqrt(x, y)
Precondition: f x� 0g
Postcondition: f y2 � x � (y + 1)2g
S

the procedurecall:
f t > 25g sqrt(t, y') f 5 � y0 < tg

-using the Weaker Speci�cation Auxiliary Rule- produces the following veri�catio n con-
dition:

(t > 25) )
�

t � 0
V

8b(b2 � t � (b+ 1)2 ) 5 � b< t)
�

Terminati on

In the casewhen a program has procedure call (which may not terminate), the ter-
mination of the procedure has to be proved separately.

4.2.8 Veri�cat ion for Functi on Call

Each function has its own speci�ca tion and its "b ody" .
For the speci�ca tion of a function - which has input variables x1; :::; xk and transient
variables u1; :::; um , wherek, m � 0 - we have the following restrictions:

� in the precondition P only the variablesx1; :::; xk ; u1; :::; um occur free;

� in the postcondition Q only thevariablesx1; :::; xk ; u1; :::; um occur freeand contains
alsoFunction name[x1; :::; xk ; u1; :::; um ].

Using the Hoare triple, a funct ion call has the following form:

f P' g c := F(t1; :::; tk ; u
0

1; :::; u
0

m ) f Q'g

where:

c- is assigned to the returned value of the function

u
0

1; :::; u
0

m - are distinct variables,

t1; :::; tk - are terms,

18



F - is a function constant (the nameof the function) for which we have:

fu nctio n F( x1; :::; xk ; u1; :::; um )
Input: x1; :::; xk Transient variables: u1; :::; um Precondition: P Postcondition: Q S -

the body of the function.

Considering the above function F, for the veri�c ation of funct ion calls we de�ne two
veri�ca tion rules, in the similar manner as for the procedurecalls, dependingon the syn-
tax of the speci�cat ion of the function.

Verifica tion Rule I .

f P' g c := F( t1; :::; tk ; u
0

1; :::; u
0

m ) f Q'g

where:
P' = Px1  t1 ;:::;x k  tk ; u1  u0

1 ;:::;um  u0
m

Q'c F (t1 ;:::;t k ; u0
1 ;:::;u0

m ) = Qx1  t1 ;:::;x k  tk ; u1  u0
1 ;:::;um  u0

m

Example:

f A> 0 ^ B> 0g
c = GCD(A, B)
f cjA ^ cjB ^ 8Z (ZjA ^ ZjB ) Zjc)g ,

wherewe have:

fu nctio n GCD( X, Y)
input: X, Y
Precondition: X> 0 ^ Y> 0
Postcondition: GCD(X,Y) jX ^ GCD(X,Y) jY ^ 8Z (ZjX ^ ZjY ) ZjGCD(X,Y))
S

is correct, due to:

(A> 0 ^ B> 0) = (X > 0 ^ Y > 0)X  A;Y  B

�
cjA ^ cjB ^ 8Z (Z jA^ Z jB ) Z jc)

�

c GC D (A;B )

=
�

GCD(X ; Y)jX ^ GCD(X ; Y)jY ^

8Z (Z jX ^ Z jY ) Z jGCD(X ; Y))
�

X  A; Y  B
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Verifica tion Rule I I .

f P' ^ 8A; b

�
QX  T; U A; F (T;U) b ) VU0 A; c b

�
g

c = F(T; U0)

f Vg

where:

� X denotes a sequent of formal input variables f x1; : : : ; xkg

� U denotes a sequent of formal tr ansient variables f u1; : : : ; umg

� T denotes a sequent of actual input terms f t1; : : : ; tkg

� U' denotes a sequent of actual tr ansient variables f u
0

1; : : : ; u
0

mg

� A is a sequent of variables f a1; : : : ; am ;g

� b is a variable

Example:

Having:

fu nctio n sqrt(x)
Precondition: f x� 0g
Postcondition:f sqr t(x)2 � x � (sqr t(x) + 1)2 g
S

the function call:
f t > 25g c = sqr t(t; y0) f 5 � c < tg

-using the Weaker Speci�cation Auxiliary Rule- produces the following veri�catio n con-
dition:

(t > 25) )
�

t � 0
V

8b(b2 � t � (b+ 1)2 ) 5 � b< t)
�

In the case when a program has function call (which may not terminate), the termi-
nation of the function has to be proved separately.
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4.3 The Weakest Precondi ti on St rat egy

In practice, program veri�catio n using only the inference rules of Hoare Logic can be
complicated, because the user has to "in vent" all the intermediate assertionswhich are
needed betweenthe statements. Therefore,oneusesveri�c ation rulesbased on the Weak-
est Precondition [12], which generate automatically (in most cases) the assertions which
are needed.

Let's assume that we want to verify a program wherewe know the postcondition but
NOT the precondition:

f ?g S f Rg
In general there could be arbitra rily many preconditions Q which are valid for the

program S and postcondition R. However, there is one precondition which describes the
maximal setof possibleinit ial statessuch that the execution of Swould lead to a state sat-
isfying R. It is called the weakestprecondition(a condition Q is weaker than P i� P ) Q).

Simple Example

Giv en:

A program S: y := x � x
A postcondition R: y � 4

Find:

The weakest precondition wp.

Soluti on:

wp: (x � � 2) _ (x � 2)

Using this strategy, proving the correctnessof a given program :
f Pg S f Qg

will be doneas follows:
f wpg S f Qg
P) wp

Note that all the additional assertions are eliminated in the process of generating the
weakest precondition.
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5 Program Ver i�cat ion in Theor ema

In this sectionwe describe the veri�cati on systemfor imperative programs in Theorema
by presenting its basic language constructs and it s veri�ca tion condition generator.

Basedon the Weakest Precondition Strategy, in Theoremaweare developing a package
for program veri�ca tion, called Veri�cat ion Condition Generator (VCG), which takes
an annotated program wit h pre{ and postcondition (i.e. speci�cation) and produces as
output a Theorema{ Lemma with a collection of formulas, i.e. the veri�catio n conditions.

The veri�cat ion condition generator is a translator basedon a list of inferencerules. It
is recursive on the structure of the codeand works back{to {fro nt statement by statement.
Internally it repeatedly modi�e s the postcondition usinga predicate transformersuch that
at the end the result is the veri�cat ion condition

precondition ) transformed postcondition
together with a list of veri�ca tion conditions from the loop invariants.

Thus, VCG is a function:
VCG: < program, speci�cation> !f lemmatag

and usesan another function, called Extended Predicate Transformer(EPT) which takes
the program and it s postcondition and produces the weakest precondition (wp) of the
program and the necessary veri�catio n lemmas:

EPT: hstatement, postconditioni ! hweakest precond.,veri�ca tion conditionsi .

VCG uses this list of veri�catio n lemmasand adds the implication: P) wp to the ver-
i�catio n lemmas,providing all the necessary lemmaswhich are needed to be proved in
order to prove the correctnessof the given problem.

Speci�ca tions, invariants, and conjectures can be expressed in the logical language of
Theorema, which is practically identical to the mathematical language used by math-
ematicians and engineers: higher-order predicate logic, including the two-dimensional
notations.

5.1 Basic Languag e Constructs in Theor ema

For handling imperative programs, the system provides the commands Program, Speci-
�c ation, and Execute. Our work is based on previous work [12], therefore we illustrate
thesecontructs and the syntax of the imperativ e languagethrough a simple example:

Specif ication[" D ivision" ; D iv [# x; # y; " r em;" quo];

Pr e ! ((x � 0) ^ (y > 0));

Post ! ((quo � y + r em = x) ^ (0 � r em < y))]
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Pr ogr am[" D ivision" ; D iv[# x; # y; " r em;" quo];

quo := 0;

r em := x;

WH I LE[y � r em;

r em := r em � y;

quo := quo + 1;

I nvar iant ! ((quo � y + r em = x) ^ (0 � r em)) ;

Termi nationT erm ! r em];

Specif ication ! Specif ication[" D ivision"]]

Both the speci�ca tion and the description of a routine indicate the parametersand their
nature (input #, output " , input-output l ). The argument Specif ication of Program
is optional, as are the arguments I nvariant and TerminationT erm of WH I LE. In the
program text we di�e rentiat e betweenassignment \:=" and logical equalit y \= ".

In this veri�ca tion package the ident i�e rs of the used statements are written with
capital letters, suggestingthat thesestatements arenot the statements from Mathematica,
although the semantics and execution of each statement is identical to the well-known
Mathematica statements. The major di�erence consistsin the fact that in this imperative
language, for the WHILE and FOR statements we allow additional arguments, namely
the Invariant and TerminationTerm in the case of WHI LE loop, and Invariant in the case
of FOR loop. Theseoptional arguments are relevant in the veri�ca tion processof our
program.

After entering the previouscommandsinto the Theoremasystem,one can enter:

Execute[D iv [20; 3; rem; quo]];

which will have the e�ect of assigningto rem and quo the appropriate values2 and 6.

5.2 Gener at ion of t he Veri�ca ti on Condit ions

Cont inuing the example above, one may introducethe command:

VCG[Program["Div ision "]]

and then oneobtains:

Lemma(D ivision) :

f or any : x; y; r em; quo
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(WH I LE:I nv + Term)

((quo � y + r em = x) ^ 0 � r em) ^ y � r em ^ (r em = T1)

)

 �
(quo + 1) � y + (r em � y) = x

�
^ 0 � (r em � y)

!

^ (r em � y) < T1

(WH I LE:F ina l)

((quo � y + r em = x) ^ 0 � r em) ^ (y � r em) )

(quo � y + r em = x) ^ 0 � r em ^ r em < y

(WH I LE:Term)
�

(quo � y + r em = x) ^ 0 � r em
�

^ y � r em ) r em � 0

(I nit ) x � 0 ^ y > 0 ) (0 � y + x = x) ^ 0 � x

Div ision is the label of the lemma, and WH I LE:Term, etc. are the labels of the
individual formulae. Using this labels one can further make referenceto theseformulae,
for instanceonecan call a Theoremaprover in order to check whether they hold:

Prove[Lemma["Div ision"]]

The program VCG generates the veri�cat ion conditions using Hoare Logic and the
weakest precondition strategy in the classicalway [10, 15, 22], which approaches are
presented in the following section.

Our latest developments in the VCG are the veri�cat ion of :

� termination of while loops

� function calls.

� generation of loop invarinats

which will be presented in more details in sections 6, 7 and 8, respectively.

5.3 Facili ti es for Prog ram Veri �cati on in Theor ema

Theorema is an appropiate environment for program veri�cat ion, due to the facts:

� o�ers proofs in natural language (using natural style inferences);

� powerful computing and solving algorit hms.
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6 Exam ple of Verify ing t he Termi nati on of While
Lo ops

Considerthe following problem DIV ISION for computing the quotient and the remainder
of two natural numbersx and y:

DIVISI ON � quo := 0; rem := x; S

where

S � whil e � re m� y) do r em:= re m - y; quo : = quo + 1 endwhil e

We want to show that:

if x,y are natural numbers and DIVISI ON terminates, then quois the natural quotient
and rem is the remainder of x divided by y.

Thus, using the correctnessformulas, we wish to show:

(Div ) f x� 0 ^ y> 0g DIVISI ON f quo � y + rem = x ^ 0� rem� yg

and:

DIVISI ON terminates

In Theorema's VCG, this problem can be writ ten as follows:

Specif ication["D iv ision" ; D iv [# x; # y; " rem; " quo];

Pre ! ((x � 0) ^ (y > 0));

Post ! ((quo � y + rem = x) ^ (0 � rem < y))]

Program["Div ision" ; D iv [# x; # y; " rem; " quo];

quo := 0;

rem := x;

WH I LE[y � rem;

rem := rem � y;

quo := quo+ 1;

I nvariant ! ((quo � y + rem = x) ^ (0 � rem) ^ (0 < y));

TerminationT erm ! rem];

Specif ication ! Specif ication["D iv ision"]]

The Invariant and the Termination Term are given by the user.
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Calling VCG, we obtain the necessaryveri�cat ion conditions for verifying the correct-
nessof the program:

V CG[P rogram[ "Divi sion"] ]

Lemma(Div ision) :

f or any : x; y; r em; quo

(WH I LE:I nv + Term)
�

(quo � y + rem = x) ^ 0 � rem ^ 0 < y
�

^ y � rem ^ (rem = T2)

)

 �
(quo+ 1) � y + (rem � y) = x

�
^ 0 � (r em � y) ^ 0 < y

!

^ (rem � y) < T2

(WH I LE:F inal )
�

(quo � y + rem = x) ^ 0 � rem ^ 0 < y
�

^ (y � r em) )

(quo � y + rem = x) ^ 0 � rem ^ rem < y

(WH I LE:Term)
�

(quo � y + rem = x) ^ 0 � rem ^ 0 < y
�

^ y � rem ) rem � 0

(I nit ) x � 0 ^ y > 0 ) (0 � y + x) ^ 0 � x ^ 0 < y
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7 Exam ple of Veri fyi ng Pr ograms wit h Funct ion Cal ls

Considera simple examplein Theorema which usesthe maximum of two numbers:

(* the speci� cation of the function Max*)

Specif ication["M ax" ; m = M ax[# x; # y];

Pre ! (I sI nteger[x] ^ I sI nteger[y]);

Post ! (m = x ^ x � y)
_

(m = y ^ y > x)]

(* the speci�c ation of the program and the source code*)

Specif ication["Calculus" ; Calc[# a;# b;# y; l x];

Pre ! (I sI nteger[a] ^ I sI nteger[b]);

Post !
�

(x � (y + a))
^

(x � (y + b)
�

]

Program["Calculus" ; Calc[# a;# b;# y; l x];

x := y + M ax[a;b]]

In a simple version of VCG, expressions containing function calls are not handled di�er-
ently than other expressions in a program. They are simply "in serted" into veri�c ation
conditions. Hence, all the funct ions called within a program code "accumulate" in the
veri�ca tion conditions, as the exampleshows:

V CG[P rogram[ "Ca lcul us"], Speci�cati on["Cal culus"] ]

Lemma(Calculus) :

f or any : a;b;y; x

(I nit ) I sI nteger[a] ^ I sI nteger[b] ) y + M ax[a;b] � y + a
^

y + M ax[a;b] � y + b

Proving this lemma automatically needsadditional information about the function
Max, otherwise the proof will fail. This additional information actually is given by the
speci�cat ion of the function.

We have this old version of VCG, basedon the veri�catio n rule I I. for funct ion calls.
Thus, the informations from the speci�ca tion of the function are inserted in the lemmas,
and the function name is replaced by a new variable. This way, when a prover starts to
prove the lemmadoesn't have to search in the knowledge basefor additional information,
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becausethis is already "inserted" in the Lemmata.

V CG[P rogram[ "Ca lcul us"], Speci�cati on["Cal culus"] ]

Lemma(Calculus) :

f or any : a;b;y; x

(I nit ) I sI nteger[a] ^ I sI nteger[b] )
�

I sI nteger[a] ^ I sI nteger[b]
�

^

8x1

�
(x1 = a ^ a � b) _ (x1 = b^ b> a) ) y + x1 � y + a ^ y + x1 � y + b

�
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8 Generat ion of Lo op In var ian t s

Veri�c ation of correctness of loops needs additional information, so-called annotations. In
the case of For loops theseannotations are only the invariants; in the caseof While loops,
beside the invariant, another necessaryannotation is a termination term for proving total
correctness[14].

This annotations, so far, were consideredto be given by the user.
Our purpose is to generate this annotat ions in Theorema, in order to prove program

correctness. It is generally agreed [8] that �nding automatically such annotations is
in general impractical { thus most systemswill just ask the user for the appropriate
expression. However, in most of the practical situations �nding the expression{ or at
least giving some useful hints { is quite feasible. For practical applications this may be
very helpful to the user.

A "hidden" problem in the theoretical treatment of the invariant is the fact that in
most pract ical situations it will alsocontain information about other parts of the program,
which is not related to the respect ive loop. This may makethe task of �nding the invariant
more di�c ult, however it may be relatively easyto separate the speci�c information from
the non-speci�c one by an analysis of the free variables and other characteristics which
are easyto detect automatically. This could also provide useful hints to the user.

Our current goal of is to develop a method that provides the possibility of proving
automatically correctness of programs which have loops, without asking the user to give
necessary annotations.

8.1 Other A ppr oaches for In varian t Generati on

There are two main approachesof invariant generation, namely static and dynamic tech-
niquesfor invariant discovery.

The dynamic method executesa program on a collectionof inputs and infers invariants
from captured variable tr aces. The accuracy of the inferred invariant dependsin part on
the quality and completenessof the test cases;additional test casesmight provide new
data from which more accurate invariants can be inferred. Such a system is DAIK ON
[19], a prototype invariant detector that instruments the source program to trace the
variables of interest and runs the instrumented program over a set of test cases in order
to infer invariants over the instrumented variablesand over derived variables that are not
manifest in the original program. Another system,ANDREW [2], generates invariants by
comparing actual behavior of the program against of a user-de�ned model and indicating
divergences between the two.

The static approach of invariant generation operates on the program text, not on the
test runs, therefore has the advantage that the reported properties are tr ue for any pro-
gram run. Theoretically, they can detect sound invariants. Some formal proof systems
generate intermediateassertions for help in proving a givenformula by propagating known
invariants forward or backward in the program [28, 5]. ReForm [27] semi-automatically
transforms, by provable correctnesssteps, a program into a speci�cation. The Main-
tainer's Assistant [17] usesprogram transformation techniques to prove equivalence of

29



two programs (if they can be tr ansformedto the same speci�ca tion or to one another).
In our work, in the Theoremasystem,we apply the statical approach.

8.2 Gener at ing In var iant s of For and Whil e Lo ops in Theor ema

Annotating a program is often non{tr ivial and needsa good understanding of how the
algorit hm works. The idea of the invariants is most ly identical to the basic designidea.
That is why programming is more e�ective if one think s about the invariant before coding
a loop and also givesheurist ics for developing invariants.

Analyzing the code of loops, we can generaterecursive equations that contain those
terms which occur in the condition of the loops.

Our main idea, is to generatethese(linear) recursive equations, and by eliminating
the variable which refers to the current step of the loop, we would obtain the necessary
informations that have to embeddedin the invariant of the loops.

Thus, we are developinga method basedon recurrence equation solvers that provides
the possibilit y of proving automatically correctnessof programs which have loops.

8.2.1 Gener at ing In var iant from Dependent or Inde pendent Recur siv e Equa-
ti ons

Considerthe "Division" program presented in section1. If the user doesnot specify the
loop invariant , then we �nd it as follows:
From the body of the loop, we obtain the following recursive equations:

quo0 := 0; quok+1 � quok = 1

rem0 := x; remk+1 � r emk = � y:

Theserecursiveequationsaresolvedby the Gosper-Zeilberger algorithm (seee.g. [13, 24]).
Namely, we use the Paule-Schorn [25] implementation in Mathematica which is already
embeddedin the Theorema system, namely the Gosper function, in order to produce a
closed-form for sums. In our example, we use: Gosper[1; i; 0; k] and Gosper[� y; i; 0; k]:

Hence, we obtain the explicit equations:

quo0 := 0; quok := quo0 + k

rem0 := x; remk := rem0 � k � y

From theseequations weeliminatek by calling theappropriate routine from Mathematica,
and we obtain the invariant:

r em = x � quo � y:

Someadditional information which should be embeddedin the loop invariant, namely
conditionson the output parametersis extracted from the condition and thepostcondition
of the loop.

30



Hence, for the consideredexample, the produced veri�ca tion conditions { using the
generated loop invariant { are exactly the same as the onespresented in section2.

In the caseof F or loop, the generation of the loop invariant is done in the same
manner, but we useadditionally the explicit equation for the counter of the F or loop:

counter k := counter0 + k � steps:

Note also that by using the explicit expressionsof the recursively modi�e d variables, it
is relativ ely easy to analyze the termination of the loop. For instance, in the division
example,checking whether the loop terminates reducesto solving the inequality:

y > remk

that is:
y > (x � ky)

which gives:
k � bx=yc:

This shows that the loop terminates, but also givesthe number of iterat ions.
In the above example, we workedwit h independent recursive equations. However, this

situation doesnot happen in practice very often, at least one of the detectedequations
depends on the other equations. For this problem, our method is still applicable, by
taking into consideration the already generatedexplicit equations of the recursive terms
that appear in the equations.

8.2.2 Gener at ing In var iant fr om Mut ual Recur siv e Equat ions

A more interest ing problemshowsup in thecaseof mutual recursivity, where,for instance,
two equations are mutually dependingon each other. For solving such a problem, we use
the technique of generating functions from combinatorics.

Considerthe example of 3 � n domino tilings [21]. If we want to know only the total
number of ways, Un , to cover a 3 � n rectangle with dominoes, without breaking this
number down into vertical dominoes versushorizontal dominoes, we need not go into
many details. We can merely set up the recurrence:

Un = 2Vn� 1 + Un� 2 (n � 2); U0 = 1; U1 = 0

Vn = Un� 1 + Vn� 2 (n � 2); V0 = 0; V1 = 1

whereVn is the number of ways to cover a 3� n rectangle-minus-corner,using (3n � 1)=2
dominoes. Solving this problem, we processin the following steps:
We have:

Un = 2Vn� 1 + Un� 2 + U0; Vn = Un� 1 + Vn� 2 (n � 0):

Hence, we can writ e:

U(z) = 2zV(z) + z2U(z) + 1; V(z) = zU(z) + z2V(z):
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Now, wehave to solve two equations in two unknowns;but theseareeasy, since the second
yields V(z) = zU(z)=(1 � z2): Thus we �nd, by using the Generating Functions package
of the Combinatorics group from RISC :

U(z) =
1 � z2

1 � 4z2 + z4
; V (z) =

z
1 � 4z2 + z4

which can be embeddedin the invariant.

This approach for automated invariant generation is still under developement and un-
der continous colaboration with the Combinatorics Group of RISC.
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9 Some Exampl es

In the following wepresent example programsthat show the capabilit iesof the veri�c ation
system. Each example basically consistsof thr reeparts: the speci�cat ion of the program,
the program it self (writ ten in theTheoremaProcedural Language) and �nally the call and
the output of theveri�catio n condition generator. In someexamples,we alsodemonstrate
the execution of the programs by the Execute function.

9.1 Simpl e Exampl e

Speci�cat ion [" Simple" ; Simple[# x; " y];

Pr e ! Tr ue ;

Post ! (y = 2 � x + 3)]

Progr am[" Simple" ; Simple[# x; " y];

t := 2x + 5;

y := t � 2;

Specif ication ! Specif ication[" Simple"]]

V CG [Pr ogr am[" Simple"]]

Lemma(Simple) :

f or any : x; y

(I nit ) Tr ue ) (2 � x + 5) � 2 = 2 � x + 3)

Ex ecute [Simple[2; y]]

7

The generated veri�catio n condition can be proven by the PredicateProver or the PCS
prover of the Theoremasystem,by writ ing:

Prove[Lemma["Simple"] ; by ! PredicateProver ]

or

Prove[Lemma["Simple"] ; by ! PCS]
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9.2 Simpl est A r ray

In this example we il lustrate the use of arrays in the Theorema Procedural Language.
The program takesan array a and a value b, and returns an array c with the value of b
as the �r st element.

Speci�cat ion [" SimpleAr r ay" ; SimpleAr r ay[# a; # b; " c];

Pr e ! Tr ue ;

Post ! (c = a1 b)]

Progr am[" SimpleAr r ay" ; SimpleAr r ay[# a; # b;" c];

c := a;

c1 := b

]

V CG[Pr ogr am[" SimpleAr r ay"] ; Specif i cation[" SimpleAr r ay"]]

Lemma(SimpleAr r ay) :

f or any : a; b; c

(I nit ) Tr ue ) (a[1  b] = a[1  b])

Execute [SimpleAr r ay[< 2; 4; 1 >; 0; out]]

< 0; 4; 1 >

9.3 Swap

In this example the values of two variables are 'swapped' and it shows an interface with
transient parameters. Also in the sourcecode, the Module block illustrates the usage of
local variables.
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Speci�cat ion [" Swap" ; Swap[l x; l y];

Pr e !
�

(x = X ) ^ (y = Y)
�

;

Post !
�

(x = Y) ^ (y = X )
�

]

Progr am[" Swap" ; Swap[l x; l y];

M odule[f tmpg;

tmp := x;

x := y;

y := tmp

]]

V CG [Pr ogr am[" Swap"] ; Specif i cation[" Swap"]]

Lemma(Swap) :

f or any : x; y; tmp

(I nit )
�

(x = X ) ^ (y = Y)
�

)
�

(x = Y) ^ (y = X )
�

The generated veri�catio n condition can be proven by the PredicateProver of the Theo-
remasystem,by calling:

Prove[Lemma["Swap"] ; by ! PredicateProver]
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9.4 Sor t ing wi th Max im um

This is a sorting program expressedin the Theoremaimperative language.

Speci�cat ion [" SortM ax" ; Sor tM ax[l a];

Pr e ! (jaj � 2);

Post ! (8k=1 ;:::;jaj� 1(ak � ak+1 )

Progr am[" SortM ax" ; Sor tM ax[l a];

I F [a1 � a2;

m := a2;

a2 := a1;

a1 := m

];

F OR[i; 2; (kak � 1);

pos := i ;

F OR[j ; i + 1; kak;

I F [aj > apos;

pos := j ]; (� I F � )

I nvar iant !
�

8k=2 ;:::;i (ak� 1 � ak )
� ^ �

8l= i;:::; j � 1(apos � al )
�

]; (� F OR� )

I F [apos > ai ;

m := apos;

apos := ai ;

ai := m

];

I nvar iant !
�

8k=2 ;:::;i (ak� 1 � ak )
�

](� F OR� );

Specif ication ! Specif ication[" SortM ax"]

]
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V CG [Pr ogr am[" SortM ax"]]

Lemma(SortM ax) :

f or any : a

(F OR:I nv1)

(8k=2 ;:::;i (ak� 1 � ak )
^

8l= i;:::; j � 1(apos � al ))
^

(i + 1 � j ^ j � jaj) )

(aj > apos ) 8k=2 ;:::;i (ak� 1 � ak )
^

8l= i;:::; ( j +1 )� 1(aj � al ))
^

(( : (aj > apos)) ) 8k=2 ;:::;i (ak� 1 � ak )
^

8l= i;:::; ( j +1 )� 1(apos � al ))

(F OR:I nv2)

(8k=2 ;:::;i (ak� 1 � ak )
^

8l= i;:::; ( jaj+1 )� 1(apos � al )) )

(apos > ai ) 8k=2 ;:::;i +1 ((akpos  ai kki  aposk)k� 1 � (akpos  ai kki  aposk)k ))
^

(( : (apos > ai )) ) 8k=2 ;:::;i +1 (ak� 1 � ak ))

(F OR:I nv1)

8k=2 ;:::;i (ak� 1 � ak )
^

(2 � i ^ i � (jaj � 1)) )

8k=2 ;:::;i (ak� 1 � ak )
^

8l= i;:::; ( i +1 )� 1(ai � al )

(F OR:I nv2)

8k=2 ;:::;( jaj� 1)+ 1(ak� 1 � ak ) )

8k=1 ;:::;jaj� 1(ak � ak+1 )

(I nit )

jaj � 2 ) (a1 � a2 ) 8k=2 ;:::;2((ak2  a1kki  a2k)k� 1 � (ak2  a1kk1  a2k)k ))
^

(( : (a1 � a2)) ) 8k=2 ;:::;2(ak� 1 � ak ))

9.5 N ested Whil es

This example demonstr ates that even in programs wit h nestedWHI LE statements one
only has to supply the loop invariants for the veri�catio n condition generator.
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Speci�cat ion [" N estedWhi les" ; N estedPower[# x; # y; " z];

Pr e ! (y � 0) ;

Post ! (z = xy)]

Progr am[" N estedWhi les" ; N estedPower[# x; # y; " z];

M odule[f a; bg;

I F [y = 0;

z := 1;

a := x; (� ELSEbranch� )

b := y;

z := 1;

WH I LE[b > 0;

b := b� 1;

z := z � a;

WH I LE[EvenQ[b] ^ (b > 0);

b := b=2;

a := a � a;

I nvar iant ! (z � ab = xy)

](� WH I LE � );

I nvar iant ! ((z � ab = xy)
^

(b > 0)

](� WH I LE � )

](� I F � )

]; (� M odule� )

Specif ication ! Specif ication[" N estedWhi les"]

]

V CG [Pr ogr am[" N estedWhi les"] ; Specif i cation[" N estedWhi les"]]

Lemma(N estedWhi les) :

f or any : x; y; z; 3; 0

(WH I LE:I nv) (z � 30 = xy)
^

(Tr ue ^ 0 > 0) )
�

z � (3 � 3)
0
2 = xy

�
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(WH I LE :F ina l) (z � 30 = xy)
^

(: (Tr ue ^ 0 > 0)) ) (z � 30 = xy
^

0 > 0)

(WH I LE:I nv) ((z � 30 = xy) ^ 0 > 0)
^

0 > 0 ) ((z � 3) � 30� 1 = xy)

(WH I LE :F ina l) ((z � 30 = xy) ^ 0 > 0)
^

(: (0 > 0)) ) (z = xy)

(I nit ) y � 0 )
�

(y = 0) ) (1 = xy)
� ^ �

(: (y = 0)) ) (1 � xy = xy) ^ y > y
�

9.6 Exam ple of auto mat ical ly generat ed invar iants from inde-
penden t recursiv e equat ion

Considering the example of integer division described in section 6, we present the veri� cation
conditions for a version of this program, namely for the casewhen the user does not specify the
invariant, th is necessary annotation being automatically generated by our novel approach based
on reccurence solving.

Thus, the source code and its speci�cation is as follows:

Specif ication[" D ivision" ; D iv [# x; # y; " r em;" quo];

Pr e ! ((x � 0) ^ (y > 0));

Post ! ((quo � y + r em = x) ^ (0 � r em < y))]

Pr ogr am[" D ivision" ; D iv [# x; # y; " r em;" quo];

quo := 0;

r em := x;

WH I LE[y � r em;

r em := r em � y;

quo := quo + 1;

Termi nationT erm ! r em];

Specif ication ! Specif ication[" D ivision"]]

One observes, that in this version, the Invariant construct doesnot appear in the body of the
loop. By applying the method that we proposed, the invariant is generatedautomatically as
being:

I nvar iant � ((quo � y + r em = x) ^ (0 � r em) ^ (0 < y))

which is identical to the invariant given by the user.
The � rs part of the invariant, the equation quo � y + r em = x is generatedusing the Gosper
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algorithm, while the other parts are obtained by analyzing the postcondition of the WHILE
loop and extracting only those informations that contain 'critical' variables, i.e. variables that
are changed recursively in the body of the loop.

Hence, the generated veri� cation conditions are:

V CG [Pr ogr am[" D ivision"]]

Lemma(D ivision) :

f or any : x; y; r em; quo

(WH I LE:I nv + Term)
�

(quo � y + r em = x) ^ 0 � r em ^ 0 < y
�

^ y � r em ^ (r em = T2)

)

 �
(quo + 1) � y + (r em � y) = x

�
^ 0 � (r em � y) ^ 0 < y

!

^ (r em � y) < T2

(WH I LE:F ina l)
�

(quo � y + r em = x) ^ 0 � r em ^ 0 < y
�

^ (y � r em) )

(quo � y + r em = x) ^ 0 � r em ^ r em < y

(WH I LE :Term)
�

(quo � y + r em = x) ^ 0 � r em ^ 0 < y
�

^ y � r em ) r em � 0

(I nit ) x � 0 ^ y > 0 ) (0 � y + x) ^ 0 � x ^ 0 < y

These veri� cation conditions can be proven by the PredicateProver or the PCS prover of the
Theorema system, by writin g:

Pr ove[Lemma[" D ivision"] ; by ! Pr edicatePr over ]

or

Pr ove[Lemma[" D ivision"] ; by ! PCS]

9.7 Exam ples of autom at ical ly generat ed invarian t s from depen-
dent recur sive equat ions

9.7.1 Squar e Ro ot wit h Whi le Lo op

This example we present the automated generation of invariant from recursive equations that
depend on each other, but at least one of the recursive equation is independent from all the
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other ones.

Speci�cat ion [" I ntegerSquareRoot" ; I ntR oot[# n; " k];

Pr e ! (n � 0);

Post ! (k � 0) ^ (k2 � n � (k + 1)2)

];

Progr am[" I nteger SquareRoot" ; I ntR oot[# n; " k];

M odule[j ; m;

k := 0;

j := 1;

m := 1;

n := 0;

WH I LE[m � n;

k := k + 1;

j := j + 2;

m := m + j ;

Termi nationT erm ! (n � m)

](� WH I LE � )

](� M odule� )

]

V CG[Pr ogr am[" I nteger SquareRoot"] ; Specif i cation[" I ntegerSquareRoot"]]

Lemma[" I ntegerSquareRoot"]

f orany : n; k; j ; m

(WH I LE:I nv + Term)

(j = 1 + 2 � k) ^ (m = 1 + 2 � k + k2) ^ k � 0 ^ k2 � n � (1 + k)2 m � n ^ (T1 := � 1 � m + n)

) (2 + j == 1 + 2 � (1 + k)) ^ (2 + j + m = 3 + 2 � k + (1 + k)2) ^ (� 2 + (� 1) � j + (� 1) � m + n) < T1

(WH I LE:F ina l)

(j = 1 + 2 � k) ^ (m = 1 + 2 � k + k2) ^ k � 0 ^ k2 � n � (1 + k)2 ^ (m � n)

) k � 0 ^ k2 � n � (1 + k)2

(WH I LE:Term)

(j = 1 + 2 � k) ^ (m = 1 + 2 � k + k2) ^ k � 0 ^ k2 � n � (1 + k)2 ^ m � n

) � 1 � m + n � 0

(I nit ) n � 0 ) (1 = 1) ^ (1 = 1)
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In theprocessof veri �cation condition s' generation, by using theGosper algorithm and analysing
the postcondition of the loop (subst racti ng only those parts which involve cri tical variables), we
generatethe following invariant:

(j = 1 + 2 � k) ^ (m = 1 + 2 � k + k2) ^ k � 0 ^ k2 � n � (1 + k)2

The obtained veri� cation condit ions can be proven with the PCS prover of the Theoremasystem,
by writ ing:

Pr ove[Lemma[" I nteger SquareRoot"] ; by ! PCS]

9.7.2 Sum of In tegers

This examplegeneratesthe veri�cation conditi ons for the program that computes the sum of n
integers,with out any interaction with the user, i.e. with automated generation of loop invariants.

Speci�cat ion [" Sum" ; SimpleSum[# n; " x];

Pr e ! (n � 1);

Post ! (x =
n � (n + 1)

2
]

Progr am[" Sum" ; SimpleSum[# n; " x];

x := 0;

F OR[i; 1; n;

x := x + i

]]

By the application of the Gosper algorithm, from the analysis of the loop's body, we generate
the invariant: x = (i � 1)� i

2 .

Thus, the obtained veri�cation conditions:
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V CG [Pr ogr am[" Sum"] ; Specif i cation[" Sum"]]

Lemma(Sum) :

f orany : n; x

(F OR:I nv1)

(2 � x = � 1 � i + i 2) ^ 1 � i ^ i � n ) (2 � (i + x) = � 1 + (� 1) � i + (1 + i )2)

(F or:I nv2)

(2 � x = � 1 + (� 1) � n + (1 + n)2) ) (x =
n � (n + 1)

2

(I nit ) n � 1 ) (0 = 0)

and they can be proven by the PCS prover of the Theorema system, by calling:

Pr ove[Lemma[" Sum"] ; by ! PCS]
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9.7.3 Squar e Calcul ati on wit h For Lo op

This example ill ustrates the possibil ty of square computati on, by using For Loops.

Speci�cat ion [" Squar ewi thF OR" ; SF OR[# n; " s];

Pr e ! (n � 1);

Post ! (s = n � n)]

Progr am[" Squar ewi thF OR" ; SF OR[# n; " s];

s := 0;

F OR[i; 1; n;

s := s + (2 � i � 1)

];

Specif ication ! Specif ication[" Squar ewi thF OR"]

]

]

V CG[Pr ogr am[" Squar ewi thF OR"] ; Specif i cation[" Squar ewi thF OR"]]

Lemma(Squar ewi thF or) :

f orany : n; s

(F OR:I nv1)

(� 1 + s = � 2 � i + i 2) ^ 1 � i ^ i � n

) (� 2 + 2 � i + s = � 2 � (1 + i ) + (1 + i )2)

(F OR:I nv2)

(� 1 + s = � 2 � (1 + n) + (1 + n)2) ) (s = n2)

(I nit ) n � 1 ) (� 1 = (� 1))

The generated invariant in th is case is: s = i*i - 2*i + 1, and the obtained veri �cation
conditions can be proven by calling the PCS prover of the Theorema system:

Pr ove[Lemma[" Squar ewi thF OR"] ; by ! PCS]
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10 Conclus ions and Fur ther Work
We are developing a veri� cation system which enables the user to specify, implement, verify and
execute programswith in one uniform environment: Theorema.

Combined with a practically oriented version of the theoret ical frame of Hoare-Logic, The-
orema provides readable arguments for the correctness of programs, as well as useful hints for
debugging. Moreover, it is apparent that the use of algebraic computation s (summation meth-
ods, variable elimination) is a promising approach to analysis of loops.

A major objecti ve of our work is to develop the Veri� cation Condition Generator . Based
on an "E xtended Predicate Transformer" function, it makes veri� cation possible with only a
minimal set of necessary annotat ions supplied by the user.

Another necessary contin uation of th is work is the analysis of programs contain ing recursive
calls. Wearecurrently investigat ing the theoret ical framework and wearedesigning the methods
for extracti ng the veri� cation conditions of this type of programs.

Wit h the Theorema Procedural Language, we have designed a small languagewith ideal
properties for program veri�cation with in the functional envir onment of Theorema and we have
tested the system with numerous examples.
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