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Abstract

Program Veri cation is a systematic approacd to proving the correctnessof pro-
grams. Correctnessmeansthat the program satis esits sped cation, given by two
logical formulas: the precondition and the postcondition. Approading the problem
of imperative program veri cation from a practical point of view has certain impli-
cations concerning: the style of sped cations, the programming languagewhich is
used,the help provided to the use for nd ing appropriate loop invariants, the theo-
retical frame usel for formal veri cation, the languageused for expressng generated
veri cation theorems aswell asthe databaseof necessary mathematical knowledge,
and nal ly the proving power, style and language.

The Theoremasygem (www. theorema.org) [11], a computer aided mathemat-
ical asgstant which o ersautomated reasoning and computer algebrafadlities, has
cetain capabilities which make it appropriate for such a practical approach: the
logic language of the system is higher-order predicate logic expressed in natural
style; the procedural languageis simple and intuitiv e, yet su c iently expressve and
fully integrated in the logical frame of the system; the languageand the style of the
proofs are natural, similar to those used by humans; and nally the proving power
of Theorema is enhanced by using sped ¢ provers for spedal domains, which are
integrated with sophisticated mathematical algorithms.

In this thesis we present the design and the implementation of a prototype ver-

i cation systam for the Theoremaimperative programming language This is based
on the Weaked Precondition Strategy, using Hoare Logic: starting from the "cor-
rectness tri ple” fPg SfQg (S is the program code, P the precondition and Q is the
pogcondition), the system generatesbackwards statement by statemert in S, the
formulae which neal to be proven in order to show the program{correctness. The
essaitial part consists in sped c generation rules for ead type of statement. The
generatoris part of the Theorema sysem.
In addition to Hoare Logic, we propose a novel method for analyzing loop constr ucts
by aid of algebraic computations: combinatorial summation and equational elimi-
nation. Explicitly stated program invariants can help programmers in identifyi ng
program properties that must be preserved when modifying code. In practice, in
mog of the cases, however, thes invariants are usualy implicit. In this paper we
present an alternati ve to expeding programmersto fully annotate code wit h invari-
ants, namdy a method for automatically generation of invariants from the program
itself. Theveri cation condition s and the termination term for programs corntaini ng
loops and procedure calls are generatedfully automatically, in a form which can be
immediately usedby the automatic provers of Theoremain order to check whether
they hold.



1 Introducti on

1.1 Motivation for Program Vericat ion

Program (algorithm) veri cat ion [4] hasa long researt tradit ion but, sofar, had relativ ely
little impact on practical software dewelopmern in the industry. A notable exceptian is
the useof veri catio n techniquesin the test of computer processos. However, the design
and implementation of reliable software still is an important issueand any progress in
this areawill be of outmost importance for the future dewelopment of IT.

The logicdly deep parts of the code are characterized by (neged) loopsor recursions.
These parts constitute the "tricky" or interesting part of the code. For these parts, formal
program veri catio n is an appropriate tool.

Formal program veri cation will only be attr active for industrial applications if a
decent percertageof the actual veri c ation task (the mathematical proof of the veri ¢ ation
conditions) can be automated, i.e. the necessaryproofs can be generated by computer
software.

Computer programs are becomingmore and more part of systemsthat we use or rely
in our daily lives. Thereforethey shouldwork comrecaly, meaning that they should satisfy
their requierments. A challengefor computer scienceis to dewvelop methods that ensure
program corectness.

1.2 The Working Environm ent: Theorema

Theorema is a computer aided mathematical software which is being deweloped at the
Researb Institute for Symbolic Computation (RISC) in Hagenberg, Austria, by the The-
oremaWorking Group under the leadershipof ProfessorBruno Buchberger.

The Theoremagroup is active since 1994 years in the area of computer aided math-
ematics, with main emphasison automated reasoning and it is building the Theorema
system (ww.the oremaorg), an integrated environment for mathematical explorations
[6]. In particular, the Theoremasystemo ers support for computing, proving and sdving
mathematical expressionsusing speci ed knowledge bases, by applying sewera simpli ers,
solvers and proversin natural style, which imit ate the heuristics usedby human provers
(combining proving, computing, and solving, use of computer algebra, special sequenh
calculus,domain speci ¢ provers, induction, use of meta-variables, etc.).

Theorema o ers the possibility of composing, structuring and manipulating arbitrary
complexmathematical texts consistingof formal mathematical expressions togetherwith
structural informations like labelsor keywords such as"D e nit ion", "Theorem", "Propo-
sition”, " Algorithm", etc. Moreover, Theoremaallows the introduction of onesown nota-
tions and symbols and even creating new graphical symbols [18].

Algorithms can be expressedin Theoremaby usingthe language of predicatelogic with
equalitiesinterpreted as rewrite rules (which leadsto an elegant functional programming
style), and program veri c ation is done by proving speci cations basedon de nitio ns
(both are logical formulae). Howewer, the system also cortains additionally an impera
tive language with interpretor and veri er, allowing program veri catio n for imperative



programs by generatingand proving veri cat ion conditions depending on the program
syntax [12].

The Theorema systemis particularly appropriate for program veri cation, becauset
deliversthe proofs in a natural language by using natural style inferences The systemis
implemerted on top of the computer algebra systemMathematia [29], thus it has access
to a wedth of powerful computing and solving algorithms.

1.3 Overview of Imp erative Program Veri cati on in Theorema

The approach presened hereis usudly caled Hoare Logic[10 whereprogram correctness
is expresgd by so-called comrectnes formulas. Theseare the so-calledHoare triples f Pg
SfQg, whereSis a program and P and Q are assertias (logical formulae). The assetion
P is the precandition of the program and Q is the postcondition. The precondtion char-
acterizesthe set of initial statesin which the program S is started and the postcondition
characterizesthe set of desrable nal or output states. The program Sis a nite sequence
of statements. A statemert denotes single commands - assignments, conditional, loops,
function and procedure cadls - of programming languagesand we consder a program asa
procedure(with output parameters,without return values). We deal with non-recursive
deterministic programs.

Basedon this approad, in the Theoremaimperative language we are implementing a
prototype padage for program veri ¢ ation, calledVeri catio n Condition Gengator, which
usesthe Weakest Precondition Strategy in order to generatethe necessay veri c ation
formulas for proving program's correctness This package is basedon previouswork [12],
our current cortribution consisting in: improving the veri catio n of loop termination,
extending the veri catio n of function calls in order to handle more practical situations
and automated generation of loop constructs, namely invariants and termination terms.

Invariants play a certral role in program dewelopmert. They can protect a program-
mer from making changesthat violate assimptions upon which the program correctness
depends. The absenceof explicit invariants in programs makesit easy for the program-
mers to introduce errors while making changes. Therefore, our purposeis to dewelop
a method that automatically infers invariants, without any additional interactions with
users. Doing this, we have usedalgebraic methods for the anaysis of algorithmsin order
to nd thenecesaryloop invariants. This is of courselimited to programs which operate
over certain domains (e.g. numbers), but they are completely automatic, and thesetype
of programs are very interesting in practice. Current attempts at solving these problems
are based on a logicd approach (see e. g.[8] or [9] Chapt. 16 for someheuristics), which
iIs much more di cult, although more general.

Our approad is practical and experimertal. Of coursethere are (and have been)
many systemswhich solve [partially] this problem (see e.g. [3, 1], the PVS Speci cation
and Veri cation System { http:// pvs.c sl .sri. com/, the Sunrise veri cation condition
generdor { http:// wwv.cis .upenn. edu ). The purposeof our work is to have a practical
systemfor experimerts, which, in conjunction with the rest of the Theoremasystemallows
us to examinetest casesand to obtain more insight into the problem.



2 Theor etical Background

2.1 Basic Notions

In the scope of the thesis we usethe following notions:

States, domains: A stateis a mapping that assignsto every variable a value from
adomain correspndingto its type. A domainis considereda nonempty sd of dates
or values.

Statements: Statementswill denotesinge commands(lik e assignmets, condition-
als, loops, etc.) of programming languages.

Program: A program is built up of a nit e sequence of statemerts. A program is
consideredas a procedure (with output parameters and without return value).

Anno tation of programs: A program is annotated by inserting statements (often
called assertionsor invariants) expressing conditions at certain intermediate points.
That means, whenewer control passesthrough that point, the assertion should eval-
uate to True, i.e. should be satis ed.

2.2 Program Specica tion. Correctness of Programs

A program speci ¢ ation must descibe exactly what exeation of a program is to accom-
plish, while a program desribeshow a certain input state is transformed into a desred
output state (Another part of the speci cation might also deal with size, speedand an-
other properties). To specify a program, we rely on the so-cdled Hoare Triple from the
Hoare axiom system,introducedby Tony Hoare[10]:

(1) fPg SfQg
where:
Sis a program;
P is called the precondition or input assertionof S
R is the postondition, output assertionor result assetion.

The bracesf and g around the assertionsare usedto separde the assetions from the
program it self.
Formula (1) is caled correctnessformula.

Informally, a (deterministic) program is correct if it satis es the intendedinput/o utput
relation, i.e. its speci cation. More precisdy, we are intereded in two interpretations of
correctness[20, 12):



a correctnessformula f Pg Sf Qg is true in the senseof partial correctnessif every
terminating computation of Sthat starts in a state satisfying P terminatesin a state

satisfying Q.

a correctnessformula fPg S fQg is true in the senseof total correctnessif every
computation of S that starts in a state satisfying P terminates and its nal state
satis es Q.

Thus, in the caseof partial correctness,divergingcomputations of S are not taken into
accourt.

Exampe:

The program speci cation:
fx=0gx = x+t1 fx = 1g

hasthe precondition: x=0

the program is: x:=x+ 1

the postcondition is: x=1.

Our main interest is to verify program correctness namely we want to prove the
consistencybetween speci cat ion and program for every possble input. To this end
we invedigate the correctnes formulas. We present a veri cation systemin asyntax-
directed manner [10, 15, 20}, and we study the partial and the total correctness The
main di erences between the proof systemsof partial and total correctnessare:

- in the caseof While loops: veri c ation of termination is based on a speci ¢ termi-
nation term;

- in the casewhen the program has also procedureor function call (which may not
terminate): termination of the subrautines has to be proven separdely.



3 Program Vericat ion

3.1 Program Verica tion versus Testing

In principle, there are two methodsto check whethera program is correct, i.e. to ched the
consistencybetweenspeci cation and program for every possble input, namely: testing
and veri cation.

In the testing processthe program is executedwith a sdection of input valuesand
it is cheked whether the program producesthe desirede ect. Sinceprograms can
not be tested for every possibleinput, the main disadvantage of teding is that it
can not ensurethe correctnessof the program

In the veri c ation process,one proves the consisteny between speci cation and
program for every possibleinput, thus one can be sure that the program meets its
Speci cat ion.

Thus, testing is performedon the object code, while veri catio n on the sourcecode.

3.2 Benet sof Program Verica tion

Though program veri cat ion causes more work than testing, it hassame major bene ts:

with program veri cat ion one can gain deep insigth into the program and really
understandthe idea behind it and its limit ations [15];

program veri catio n supports goal-orineted program dewvelopmert [9];
the annotations for program veri ¢ ation are a good documertation for the program,

too [9].

3.3 Limitations of Program Vericat ion

Most of the limit ations of program veri ¢ ation are due to its relevant complexity.

Only programsin asimple programming languagewit h a very limited se of language
constructs can be verie d. Therefore veri catio n is usudly performed only on a
small-s@le algorithmic level.

Annotating programs can be very di cult if it is not done parallel to computing.

It is usudly not possibleto prove fully automatiocally and proofs can get very long
and complicaed.



3.4 History of Program Veri cat ion

In the past years,many approachesto program veri catio n have beenproposedand usel
in the literature. The most common of them is basel on operational reasoning which
consistsof an analysisin terms of the execution sequence of the given programs. For
this putpos, an informal understanding of the program semattics is used. This andysis
is often suacesstil in the caseof sequetial programs, but it is much lessin the case of
concurrert (parallel or distribut ed) programs, since the numbers of possible execution
sequenesis often forbiddingly large.

A di erent approac is basedon axiomatic reasoning Our approad is basedon this
method. With this approad, we rst needa language that makesit possibleto spedfy
the relevant program properties. The language of predicate logic consisting of certain
well-formed formulae is appropiate for this approad. Also from logic, the concept of
proof system(se& of axioms and proof rules) is usedand it allows to prove that a given
program sdis e s the desred properties. Sud a proof will proceed in a syrnthax-directed
manner by induction on the structure of the program.

The origins of this later approach to program veri ¢ ation can be tracedbad to Turing
[26], but the r st constructive e ort s should be attributed to Floyd [7] and Hoare [10].
Floyd proposedan axiomatic method for the veri ¢ ations of o wcharts, and Hoare de\el-
oped this method further to a synthax-directed approach dealing with while-programs.
Hoare's method reciewed high attention, and many Hoare-style proof system have been
proposeal sincethen in order to make possiblecomputer-aided, automated program ver-
i catio n. Therefore, veri c ation condition geneators were implemerted. A veri cation
condition generabr implemerts the inference rulesfor translating a formally speci ed and
annaated program into a predicate logic formulae, which are to be proved in order to
prove correctnessof programs.

The rst implemenations of veri catio n condition genegators appeared in the early
1970s, of which the veri er for partial correctnessof Igarashi, London and Luckham [16]
is a characteristic example. It was based on an axiomatic senantics for a substantial
subsé¢ of Pasal (including procedures). The only medanized part was the veri ¢ ation
condition generata itself.

Ragland also developed a veri catio n condition generdor and even veri ed its saund-
ness[23. It waswritten in Nucleus a language Ragland had invented to have the expres-
sivenesgo write a veri cation condition genegator, and alsoto be veri able itself.

Probably the bestknown veri cation systemof that time is the Stanford Pascd Veri er
[1]. It congisted of averi ¢ ation condition generata (the r st basedontheHoarecaculus),
a smplier and a "Rule Handler" (where self-de ned rules could be given by the user
as axioms for the proof). This veri cation system was sucessfully usedto prove the
correctnessof "real" applications, asfor exampleof a complier.

In the past years, several programming languagesin theorem proving ervironmens
wereimplemertented, sud as. PVS, Sunrise,Spak, DAIK ON, Theorema. In the follow-
ing, we will presen shortly afew of thesesystems.



3.41 PVS

The Program Veri c ation System PVS is the most popular veri cat ion systemnowadays
http:// pvs.csl.sri. coml/.
PVS consids of a speci cation language, a number of predi ned theories, a theorem
prover, various utilities, documertation and several examples that illustrat es di erent
methods of using the system in sewerd application aress. PVS exploits the synergy
between a highly expressive speci cation language and powerful automated deduction;
for example, some elements of the speci cation languageare made possble becauseof the
typethedker can usetheorem proving.

The sped cation language of PVS is basedon classical,typed higher-order predicate
logic. The theorem prover of PVS provides a collection of inference proceduresthat are
applied interactively under guidencewithin a seguent calculus framework.

3.4.2 Sunrise

Sunrisehttp:// wwv.cis .upenn. edu is a vericatio n systemwithin the HOL theorem
prover. It cortains a deepembedding of a small Pasal-like programming language ('Sun-
rise") within the HOL theorem prover and provides a veri cation condition generdor
for the semiautoamtic creation of proofs of total corectnessfor programs within HOL.
The systemcontains alsotools to ease using mutual recursive datatypesand conditional
rewriting.

3.4.3 Spark

The Spak [3] languagecomprisesa kernelwhich is a subsetof Ada plus additional features
inserted as annotations in the form of Ada commens. Sanetimes, Sparkis even regarded
asbeing just a subset of Ada. The main Spaik tool, the Examiner, is vital to the use of
Spak. It has two basic functions: it checks conformanceof the code to the rules of the
kernellanguage and it cheds consistencybetweenthe code and the embeddedannotations
by cortrol, data and information o w andysis.

3.4.4 DAIKON

DAIK ON [19] is a prototype invariant detedor which implements a s of techniques
for discovering invariants from execution traces. Invariants are detected from program
executionsby instrumernting the source program to trace the variables of intered, running
the instrumented program over a sd of test cases, and inferring invariants over both the
instrumented variables and over derived variables that are not manifestin the original
program. The es®rtial idea is to test a sd of possibleinvariants against the values
captured from the instrumented variables thoseinvariants that are testedto a su cien t
degreewithout falsi catio n are reported to the programmer.



4 The Veri cati on System

Corresponding to the formally speci ed program, we gengate predicate logic formulae,
called veri catio n conditions, sud that the proof of theseveri cation conditions insures
the correctnessof a program.

4.1 Vericat ion rule for a sequence of statements
The program speci cation
{P} S; s {Q}
where S is a program and s is one statemert
is correct if
{P} S{R}
and
R} s {Q}

In the proof of the veri catio n conditionswe alsorely on the auxiliary rule for weaker
speci cat ions' rule (or consequencerule), namely:
for any program S, having:

P) P',Q) QandfP'gSfQ'g

we also have:

fPg SfQg.

Dueto the veri catio n rule for sequenceof statemerts, in order to verify the carectnes
of programs we need veri cation rules for each type of statement: empty statemert,
assignmetb, conditionals, for loops, while loops (with and without termination), function
and procedurecalls.

4.2 Statement-Specic Vericat ion Rules

For the sake of completenessve give herethe complete set of veri catio n rules, which are
similar to the onesgivenin the literature (seee.g[1(). In fact, these rules have been rst
implemerted in Theoremaby [12], basedon the principles presnted in [15].
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421 Empty
fPg enpty fQg

Is correct if:
(BE)P) Q
Exampk:

fx > ng% > Og
producesthe following veri cation condition:

1
> - >
X>0) (X 0)

(which is clearly true.)

4.2.2 Assignment
fPgx =t fQg,

wheret is a term and x is a variable

is carrect if:
(A P) &t
whereQy  resultsfrom Q replacing eat occurrenceof the variable x with t.
Example
fx Og
X =x+1
fx 1g

producesthe following veri cation condition:
x 0) (x+1 1

which is true.

4.2.3 Conditionals

fPgif Cthen S, else S endif f(Q,
whereS;, S, are programs and C is a predicate

is correct if:

11



(C))fPMCgS T Qg
(C2)fP~: CgSfQg

Exampk:
fTrueg
if (a b then
min:= b
el se
min = a
endi f

f(a b~ min=a)_(a>b” min= bg
producesthe following veri cation conditions:
(CDfTrue”a Ig

min:= b
f(a@a b"min=a)_(a>b” min= bg

(C2)fTrue™ : (a bg
min = a
f(a b~ min=a)_(a>b” min=bg

4.2.4 Whi le Loops wit hout Verica tion of Termination
fPg whl e Cdo Sendvhile fQ,
where S is a program and C is a predicate

is carrect if:

(W1) P) |
(W2) fI » Gy Sflg
Ww3) (1 ~:C)) Q

wherel is a Loop-Invariant.

remark: With theseveri catio n rules one cannot prove the total carectnessof a program
(only the partial correctness)
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Exampk:

f(r=x)"(a= 0)g
whl e(y r)do

r=r vy,
q:=q+1
endwhil e

fr+y g=x)"(r<y)g

wherewe chooseasthe Loop-Invariant: | r+y*q = X,

producesthe following veri cation conditions:

W1)(r=x"q=0)) (r+y g=Xx)

(W2)f(r+y g=x)"(y g

r=r vy,
g:=q+ 1
fr+y g=xg

(W3)((r+y gq=x)":(y 1)) (r+y g=x"r<y)

remark: In the case y=0, the program will not terminate and we can not prove the
non-termination of it.

4.2.5 While Loops with Verica tion of Termination

fPg whl e Cdo Sendvhile fQ,
where S is a program and C is a predicate

is carrect if:

(WT1) P) |
WT2) I~Q) T2N
(or T2D where Dis any doman with a relation of order denotedby <)
(WT3) fI ~ C” (T= Ty)g STl » (T< Ty)g
WT4) (1 *:Q) Q

wherel is a Loop-Invariant, T is a Termination Term and T; is a new variable.

remark: Theseveri cation rules allow us to prove the termination of the program.
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Exampk:

fr=x"q=0g
whl e(y r)do
re=r vy,
q=q+1
endwhil e

fr+y g=x"r<yg

wherewe chooseas:
- Termination term: T r-y
- Loop-Invariant: | r+y*q = X

producesthe following veri cation conditions:

(WTL)(r=x"q=0)) (r+y q=Xx)
WT2)((r+y q=x)"(y 1)) (r y)2N

(WT3)f(r+y g=x)"(y N~ y)=Tg
re=r vy,

q:=q+1

fr+y g=x)"(r y)<Tg

WTA ((r+y g=x)":(y 1)) (rty g=x"r<y)
remark: In the caseof y=0, the proof of (WT3) will fail ) non-termination.

4.2.6 For Loops

fPgfor x := t; tot, do Sendfor fQ,
whereSis a program, t; and t , are terms and x is a variable

is carrect if:

(F1) P) Ix t,
(F2)f| N X tzgSfIX (x+1)9
(F3) Ix (t2+1)) Q

wherel is a Loop-Invariant.

Exampe:

14



fn>0" sum= Og

for i:=1to ndo
sum = sum + i
endfor

fsum=(n (n+ 1))=2g

where we chooseas the Loop-Invariant:

I sum=( (i 1)=2

producesthe following veri cation conditions:

(F1)) (n>0"sum=0)) (sum=(1 (1 1)=2)
(F2)f(n>0rsum= (i (i 1)=2"i n)g

sum = sum+ |

fsum= ((i+1) ((i+1) 1))=29

(F3)(sum=((n+1) (n+1 1)=2)) (sum=(n (n+ 1)=2)

4.2.7 Vericat ion for Procedure Call

Speci cation of a Procedure

Name of the Procedure

Input: Xi; 5 Xk

Transier variables: uq; i Um

Output: yq;::5Yn
Precondition: P (in which only the variablesx;:::; Xx; ug; :::; uy occur free)
Postcandition: Q (in which only the variablesxy; :::; Xk; Ug; =25 Um; 23 Ve, o0 Y Oceur free)

Pr ocedur e Cal |

Using the Hoare triple, a ProcedureCall has the following form:

fP'gR tq :::;tg;ui; :::;ufn(;)yi; :uy0) fQg
(tixiw U, o Vg, ,actud parameters)

R - is a procedureconstant (the name of the procedure)
procedure R( X1 Xk Ug; 2 Ums Va5 Yn )
Input: Xi; 5 Xk
Transier variables: uq; :::; Um
Output: yi; 5 Yn

15



Precondition: P
Postcandition: Q
S - the body of the procedure.

A call R( ty; it Uy U yq; i y.) can be executedas follows:

- Determine the values of the input terms tj; ;  and the transient variables uj0
and store them in the corregonding parametersx;; ;  and u;, i m

- Determine the variables describted by the transient uf - and the output y|o Ln
variables.

- Executethe body S of the procedure.
- Store the valuesof the transiert u;, ; , andoutputy; |, , variablesin the correspond-

. t 0 d 0
ing parameters u; cand y; L

1j m

1]

1]

Thus, the execution of the call R( ty; ::;t; Ug; U Yas S5 Yo is equivalent to execution
of the sequence:

0
i =t (U =) m;

(uj =U)1 g om, (Y|0:: Yiion

Veric ation for Procedure Call

Considering the notations from above for a procedure speci cat ion, we give three ver-
i catio n rulesfor procedurecalls, as follows:

Verifica tion Rule 1.:

fPg Rty ot Uy U Yoy fQ'g

where
| —
P. - le t1;iXk  tesua Ugpiium Om
= 0 0
Q 1 tl;:::;Xk tk;ul ul;:::;um u?n;yl yl;:::;yn y?,

Exanple:

fA>0" B> Qg

GCD(A, B, C)

fCJAN CiB™ 8; (ZJA™ ZiB) ZC)g,

wherewe have:

16



procedue GCD( X, Y, U)
input: X, Y
output: U
Precondition: X > 0" Y > 0
Postcandition: UjX N UjY ~ 8z (Z X ™ ZjY ) ZjU)
S.
Is carrect, due to:

A>0"B>0)=(X>0"Y>0)x av s

CjA ACjB "8 (ZjA * ZjB) ZjC) = UjX ~ UjY * 8,(ZjX ~ ZjY ) Zju)

X AY B
Verifica tion Rule 1.
fP" " 8as Qx TU Ay B) Voo avos @
RT, U, Y
f\Wg

where:

17



Exampk:
Having:

procedure sqrt(Xx, y)
Precondition: fx Og
Postcandition: fy2 x (y+ 1)%g
S

the procedurecal:
ft > 259 sqrt(t, y) f5 y°< tg
-using the Wedaker Speci cation Auxiliary Rule- produces the following veri catio n con-
dition:
Vv
t>25) t 0 8y¥ t (b+1?2) 5 b<t)

Terminati on

In the casewhen a program has procedure cal (which may not terminate), the ter-
mination of the procedure hasto be proved separdely.

4.2.8 Vericat ion for Functi on Call

Eadh function hasits own sped cation and its "b ody".
For the sped cation of a function - which has input variables xy;:::;;xx and transiert
variables uy; ::;; uy, wherek, m 0 - we have the following redrictions:

in the precondition P only the variablesXy; :::; Xk; Ug; ::i; Uy Occur free;

in the postcondition Q only thevariablesxy;:::; Xk; Uy;:::; uy occur freeand contains
alsoFunction nameky; 33 Xk; U1; 55 Um].

Using the Hoare triple, a function call hasthe following form:
fP'gc:= F(ty it upssnun) fQg

where:

c- is assgnedto the returned value of the function

up; Uy - are distinct variables,

t1; 5t - are terms,
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F - is a function constant (the name of the function) for which we have:
functio n F( Xq; 35 Xk, Ug; iUy )

Input: Xy;:::; Xk Transien variables: ug;:::;u, Precondition: P Postcondition: Q S -
the body of the function.

Considering the above function F, for the veri c ation of function calls we de ne two
veri cation rules, in the similar manner asfor the procedurecalls, depending on the syn-
tax of the speci cat ion of the function.

Verifica tion Rule I.

fP'gc:= F(tyuntg uynnuy) fQ'g

where:

Exampk:

fA> 0~ B>0g
c= GCD(A, B)
fGA A ¢iB~ 8, (ZJA~ ZjB) Zjo)g,

wherewe have:

functio n GCD( X, Y)

input: X, Y

Precondition: X>0”" Y>O0

Postcandition: GCD(X,Y) jX » GCD(X,Y)jY "~ 8z (Z]X ™ ZjY ) ZJGCD(X,Y))
S

is corect, due to:

(A>0" B>0)= (X>0" Y >0)x avy s

GA " B » 8;,(ZJA™ZjB) Zjc) = GCD(X;Y)jX ~"GCD(X:Y)jY ~
c GCD(AB)

8,(ZjX "~ ZjY ) ZjGCD(X:Y))

X AY B
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Verifica tion Rule II.

fP" " 8ab Qx T;u A FmuU) b) Voo Ac b O
c= KT;UY
f\g

where:

b is a variable

Example
Having:

functio n sgrt(x)
Precondition: fx 0Og
Postcandition:f sgrt(x)2  x  (sart(x) + 1)? g
S

the function call:
ft> 259 c= sort(t; y9 f5 c<tg
-using the Wedaker Speci cation Auxiliary Rule- produces the following veri catio n con-
dition:
\Y
t>25) t 0 8y t (b+1)2) 5 b<it)
In the case when a program has function cal (which may not terminate), the termi-

nation of the function hasto be proved separdely.
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4.3 The Weakest Precondition Strategy

In practice, program veri catio n using only the inference rules of Hoare Logic can be
complicaed, beausethe user has to "invent" all the intermediate assertionswhich are
needel betweenthe statemerts. Therefore,oneusesveri ¢ ation rules based on the Weak-
est Precondition [12], which geneate automatically (in most case} the asse&tions which
are needed.

Let's assuume that we want to verify a program wherewe know the postcondition but
NOT the premndition:

f?20 STRy

In generd there could be arbitrarily many preconditions Q which are valid for the
program S and postcondition R. However, there is one precondition which descrikes the
maximal setof possibleinit ial statessud that the exeation of Swould lead to a state sat-
isfying R. It is calledthe weakestprecondition(a condition Q is weakerthan Pi P ) Q).

Simple Example
Giv en:

A progam Sy = x X
A postconditon Ry 4

Find:

The weaest precondition wp.

Soluti on:

wp. (X 2) _(x 2

Using this strategy, proving the correctnessof a given program :

fPg SfQg
will be doneasfollows:

fwpg SfQg
P) wp

Note that all the additional assetions are eliminated in the process of generatng the
weakest precondition.
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5 Program Vericat ion in Theorema

In this sectionwe de<ribe the veri cati on systemfor imperative programs in Theorema
by presetting its basiclanguage constructs and its veri cation condition generata.
Basedon the Weaked Precondition Strategy, in Theoremawe are deweloping a padkage
for program veri cation, called Verication Condition Generdor (VCG), which takes
an annaated program with pre{ and postcondition (i.e. speci cation) and produces as
output a Theorem& Lemrma with a collection of formulas, i.e. the veri catio n conditions.
The veri cat ion condition geneator is atranslaor basedon a list of inferencerules. It
is reaursive on the structure of the code and works back{to {fro nt statemert by statemert.
Internally it repeatedly modi e sthe postcondition usinga predicate transformersud that
at the end the result is the veri cat ion condition
precondition ) transformed postoondition
togetherwith a list of veri cation conditions from the loop invariants.

Thus, VCG is a function:

VCG: <program, speci cation>!f lemmatag
and usesan anaher function, caled Extended Predicate Transformer(EPT) which takes
the program and its postcondition and produces the weakest precondition (wp) of the
program and the necessay veri catio n lemmas:

EPT: hstatemert, postconditioni ! hweakest precond.,veri cation conditions .

VCG uses this list of veri cation lemmasand adds the implication: P) wpto the ver-
I catio n lemmas, providing all the necesay lemmaswhich are needel to be proved in
order to prove the correctnessof the given problem.

Sped cations, invariants, and conjectures can be expressd in the logical language of
Theorema, which is practically identical to the mathemaical language used by math-
ematicians and engineers: higher-order predicate logic, including the two-dimensional
notations.

5.1 Basic Languag e Constructs in Theorema

For handling imperative programs, the system provides the conmands Program, Speci-
c ation, and Execute. Our work is based on previous work [12], therefore we illustrate
thesecortructs and the syntax of the imperativ e languagethrough a simple exanple:

Spedf ication["Division"; Div[#x;#y;" rem;" quo];
Pre! ((x 0)" (y> 0));
Post! ((quo y+rem=x)" (0 remc<y))]
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Program['Division"; Div[#x;#y;" rem;" quol;
quo := 0O;
rem:= x;
WHILE[y rem;
rem:=rem vy,
quo := quo+ 1,
Invariant ! ((quo y+rem=x)" (0 rem));
TerminationT erm ! rem|;
Spedf ication ! Spedf ication["Division"]]

Both the sped cation and the desciption of a routine indicate the parametersand their

nature (input #, output ", input-output |). The argument Specification of Program
is optional, as are the argumerts I nvariant and TerminationT erm of WHILE. In the
program text we di e rentiat e betweenassignmert \:=" and logicd equdity \=".

In this veri cation package the identiers of the used statemerts are written with
capital letters, suggestingthat thesestatements are not the statemerts from Mathematia,
although the semartics and execution of ead statement is identical to the well-known
Mathematica statements. The major di erence consistsin the fact that in this imperative
language, for the WHILE and FOR statemens we allow additional argumerts, namely
the Invariant and TerminationTerm in the case of WHI LE loop, and Invariant in the case
of FOR loop. Theseoptional arguments are relevant in the veri cation processof our
program.

After entering the previouscommandsinto the Theoremasystem,one can erter:

ExecutdDiv[20;, 3; rem; quo]];

which will have the e ect of assigningto rem and quo the appropriate values2 and 6.

5.2 Generation of the Verica tion Condit ions
Continuing the example above, one may introduce the conmand:
VCG[Program["Division"]]

and then one obtains:
Lemma(Division) :

forany: x; y; rem; quo
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(WHILE:Inv+ Term)
((quo y+rem=x)"0 rem”y rem” (rem= Tl)

) (quo+ 1) y+(rem y)=x ~0 (rem y) ~(rem y)<T1
(WHILE:Final)

((quo y+rem=x)"0 rem)”™(y rem))
(quo y+rem=x)"0 rem”rem<y

(WHILE:Term) (quo y+rem=x)"0 rem ~y rem) rem O

(Int) x 0*y>0) 0 y+x=x)"0 x

Division is the labd of the lemma and WHILE:Term, etc. are the labels of the
individual formulae. Using this labels one can further make referenceto theseformulae,
for instanceonecan cal a Theoremaprover in order to ched&k whether they hold:

Prove[lLemma["Division"]]

The program VCG generdes the veri cat ion conditions using Hoare Logic and the
wealest precondition strategy in the classicalway [10, 15, 22|, which approaches are
preserted in the following section.

Our latest developmerts in the VCG are the veri cat ion of :

termination of while loops
function calls.
generdion of loop invarinats

which will be presened in more details in sections 6, 7 and 8, respectively.

5.3 Facilities for Program Veri cati on in Theorema

Theoremais an appropiate environment for program veri cat ion, due to the facts:
o ers proofs in natural language (using natural style inferences);

powerful computing and solving algorithms.
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6 Example of Verifying the Terminati on of While
Loops

Considerthe following problem DIV ISION for computing the quotient and the remainder
of two natural numbersx andy:

DIVISION quo:= 0O;rem:= x; S
where

S whle rem y)dorem= rem- y; quo := quo + 1 endwhl e
We want to show that:

if X,y are natural numbers and DIVISI ON terminates, then quois the natural quotient
and remis the remander of x divided by .

Thus, using the correctnessformulas, we wish to shaw:

(Div) fx 0" y>0gDIVISION fquo y+ rem=x" 0 rem yg
and:

DIVISI ON terminates

In Theorema's VCG, this problem can be written as follows:

Specification["Division";Div[# x; #y;" rem;" quol;
Pre! ((x 0)* (y> 0));
Post! ((quo y+rem=x)" (0 rem<y))]

Program['Division";Div[# x; #y;" rem;" quo];

quo := 0O;

rem:= x;

WHILE[y rem;

rem:=rem vy;

quo := quo+ 1,

Invariant ! ((quo y+rem=x)" (0 rem)™ (0<Yy));
TerminationT erm ! rem|;

Specification ! Specification[*Division"]]

The Invariant and the Termination Term are given by the user.

25



Calling VCG, we obtain the necessaryveri cation conditions for verifying the correct-
nessof the program:

V CGJ[P rogram[ "Divi sion"] ]

Lemma(Division) :

for any : x;y;rem;quo
(WHILE:Inv+ Term) (quo y+rem=x)"0 rem”0<y "~y rem” (rem=T2)
!

) (Quo+ 1) y+(rem y)=x ~0 (rem y)*"0<y ~(rem y)<T2

(WHILE:Final) (quo y+rem=x)"0 rem”0<y ~(y rem))

(quo y+rem=x)"0 rem”rem<y

(WHILE:Term) (quo y+rem=x)"0 rem”0<y "~y rem) rem O

(Init) x 0”"y>0) (0O y+x)*"0 x”"0<y
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7 Exam ple of Verifying Programs wit h Function Calls

Considera smple examplein Theaema which usesthe maximum of two numbers:

(*the sped cation of the function Max*)

Specification["M ax"; m = M ax[# x; #V];
Pre! (Islnteger[x]” Islnteger[y]);
Post! (m=x2x y) (m=y~y> X))

(*the sped c ation of the program and the source code*)

Specification["Calculus”; Calc# a;# b;#y;| X];
Pre! (Islnteger[a]” Islnteger[b]);
N

Post! (x (y+a) (x (y+Db ]

Program['Calculus"; Calc[# a;# b;#y;| X];
X = y+ Max[a;hl]

In a simple versim of VCG, expressions containing function calls are not handled di er-
ertly than other expressions in a program. They are simply "in serted” into veri c ation
conditions. Hence all the functions called within a program code "accumulate” in the
veri cation conditions, as the exampleshows:

V CG[P rogram[ "Ca Icul us"], Speci cati on["Cal culus"] ]

Lemma(Calculus) :
for any: a;b;y;x A
(I'nit) Islnteger[a] ™ I sinteger[b]) y+ Max[a;bh] y+a y+ Max[a;bl y+b

Proving this lemma automatically needsadditional information about the function
Max, otherwise the proof will fail. This additional information actually is given by the
speci cat ion of the function.

We have this old version of VCG, basedon the veri catio n rule Il. for function calls.
Thus, the informations from the sped ca tion of the function are inserted in the lemmes,
and the function nameis replaced by a new variable. This way, when a prover starts to
prove the lemmadoesn't have to seard in the knowledge basefor additional information,
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beausethis is already "inserted" in the Lemmata.

V CG[P rogram[ "Ca Icul us"], Speci cati on["Cal culus"] ]

Lemma(Calculus) :

for any:a;b;y;x

(I'nit) Islnteger[a] ® I sl nteger[b] )
I sl nteger[a] ” I slnteger[b] *

81 (Xx1=a”a b _ (x1=b"b>a)) y+x1l y+a”™ y+xl y+b
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8 Generat ion of Loop Invariants

Veri c ation of carectness of loops neals additio nal information, so-caled annaations. In
the case of For loops theseannaations are only the invariants; in the caseof While loops,
bedsde theinvariant, another neessaryanndation is a termination term for proving total
correctness|[14].

This annotations, sofar, were consideredto be given by the user.

Our purposeis to generak this annaations in Theorema in order to prove program
correctness. It is generally ageed [8] that nding automatically such annotations is
in generd impractical { thus most systemswill just ask the use for the appropriate
expression. Howewer, in most of the practical situations nding the expression{ or at
least giving same useful hints { is quite feasible. For practical applications this may be
very helpful to the user.

A "hidden" problem in the theoretical treatment of the invariant is the fact that in
most practical situations it will alsocortain information about other parts of the program,
which is not related to the respediveloop. This may makethe task of nding the invariant
more di ¢ ult, howewer it may be relatively easyto separde the speci ¢ information from
the non-sped ¢ one by an anaysis of the free variables and other characteristics which
are easyto detect automatically. This could also provide usetll hints to the use.

Our current gaal of is to dewelop a method that provides the possibility of proving
automatically carectness of programs which have loops, without askingthe userto give
necessary annotations.

8.1 Other Approaches for Invariant Generati on

There are two main approachesof invariant generaton, namely static and dynamic tech-
niquesfor invariant discovery.

The dynamic method exeates a program on a collection of inputs and infersinvariants
from captured variable traces The acauracy of the inferred invariant dependsin part on
the quality and completenessof the test cases;additional test casesmight provide new
data from which more accurate invariants can be inferred. Sud a system is DAIK ON
[19), a prototype invariant detector that instruments the saurce program to trace the
variables of interest and runs the instrumented program over a set of test cases in order
to infer invariants over the instrumented variablesand over derived variablesthat are not
manifestin the original program. Another system,ANDREW [2], generats invariants by
compaing actual behavior of the program aganst of a user-dened model and indicating
divergences between the two.

The static approach of invariant generaton operates on the program text, not on the
test runs, therefore has the advantage that the reported properties are true for any pro-
gram run. Theaetically, they can detect sound invariants. Same formal proof systems
generde intermediate assertilmsfor helpin proving a givenformula by propagating known
invariants forward or backward in the program [28, 5]. ReForm [27] semiautomatically
transforms, by provable correctnesssteps, a program into a specication. The Main-
tainer's Assistant [17] usesprogram transformation techniques to prove equivalence of
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two programs (if they can be transformedto the same sped cation or to one another).
In our work, in the Theorema system,we apply the statical approach.

8.2 Generating Invariants of For and Whil e Loops in The orema

Annotating a program is often non{tr ivial and needsa good understanding of how the
algorithm works. The idea of the invariants is mostly identical to the basic designidea.
That is why programming is more e ectiveif onethink s about the invariant before coding
a loop and also givesheuristics for deweloping invariants.

Analyzing the code of loops, we can generaterecursive equations that contain those
terms which occur in the condition of the loops.

Our main idea, is to generatethese (linear) recursive equations, and by eliminating
the variable which refersto the current step of the loop, we would obtain the necessary
informations that have to embeddedin the invariant of the loops.

Thus, we are deweloping a method basedon recurrence equation solversthat provides
the possbilit y of proving automatically correctnessof programs which have loops.

8.2.1 Generating Invariant from Dependent or Inde pendent Recur sive Equa-
tions

Considerthe "Division" program preserted in sectionl. If the usea doesnot specify the
loop invariant, then we nd it asfollows:
From the body of the loop, we obtain the following reaursive equdions:

QuUOp := 0; QUO; quOc = 1
remg:= X; remMgy  remg= y:

Theserecursive equatons are solved by the Gosper-Zalberger algaithm (seee.g. [13, 24]).

Namely, we use the Paule-Scdorn [25 implemertation in Mathematia which is already

embeddedin the Theorema system, namely the Gosper function, in order to produce a

closedform for sums. In our example, we use: Gosper[1;i; 0; k] and Gosper[ vy;i; O;k]:
Hence we obtain the explicit equations:

qQuog := 0; quog := quog + K
remg:= X; remg:=remg k vy

From theseequdions we eliminate k by calling the appropriate routine from Mathematic,
and we obtain the invariant:

rem=x Qquo VY:

Someadditional information which should be embeddedin the loop invariant, namely
conditionson the output parametersis extracted from the condition and the post condition
of the loop.
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Hence for the consideredexample, the produced veri cation conditions { using the
generded loop invariant { are exactly the same as the onespreserted in section2.

In the caseof For loop, the generation of the loop invariant is done in the same
manner, but we useadditionally the explicit equaion for the courter of the For loop:

courntery := counterg + k steps:

Note alsothat by using the explicit expressionsof the reaursively modi e d variables it
Is relatively easy to analyze the termination of the loop. For instance, in the division
example,cheding whether the loop terminatesreducesto solving the inequality:

y > remy
that is:
y>(x ky)
which gives:
k bx=yc:

This shaws that the loop terminates, but also givesthe number of iterations.

In the above example, we worked wit h independert recursive equations. Howewer, this
situation doesnot happen in practice very often, at least one of the detected equations
depends on the other equaions. For this problem, our method is still applicable, by
taking into consideration the already generatedexplicit equations of the reaursive terms
that appearin the equaions.

8.2.2 Generating Invariant from Mut ual Recur sive Equat ions

A more intereging problemshaws up in the caseof mutual recursivity, where,for instance,
two equations are mutually dependingon ead other. For solving suc a problem, we use
the technique of geneating functions from conbinatorics.

Considerthe example of 3 n domino tilings [21]. If we want to know only the total
number of ways, U,, to cover a 3 n rectande with dominoes, without breaing this
number down into vertical dominoes versus horizontal dominoes, we need not go into
many details. We can merely set up the recurrence:

U= 2V, 1+ U, Z(n 2); U=1 U =0

whereV, is the number of ways to covera3 n rectange-minus-corner,using (3n  1)=2
dominoes Sdving this problem, we processin the following steps:
We have:

Un:2Vn 1+Un 2+U0; Vn:Un 1+Vn Z(n O)

Hence we can writ e
U(z) = 22V (2) + 2°U(2) + L, V(2) = zU(2) + 22V (2):
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Now, we haveto solve two equaions in two unknowns; but these are easy since the second
yields V(z) = zU(z)=(1 z?): Thuswe nd, by usingthe Generaing Functions padkage
of the Combinatorics group from RISC::
72 z
V@)= s
which can be embeddedin the invariant.

This approach for automated invariant generaton is still under developemen and un-
der continous colaboration with the Combinatorics Group of RISC.
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9 Some Exampl es

In the following we presen example programsthat show the capabilities of the veri ¢ ation
system. Each example basically consistsof thrreeparts: the speci cation of the program,
the program it self (writ ten in the TheoremaProcedurd Language) and nally the call and
the output of the veri catio n condition generdor. In same examples,we alsodemonstrate
the execution of the programs by the Exeaute function.

9.1 Simple Example

Specicat ion["'Simple"; Simple[#x;" v];
Pre! True ;
Post! (y=2 x+ 3)]

Progr am["Simple"; Simple#x;" v];
t:=2x+ 5;
y=t 2
Spedf ication ! Spedf ication["Simple"]]

V CG [Program["Simple"]
Lemma(Simple) :

forany:xy

(Init) True) (2 x+5 2= 2 x+23)

Ex ecute [Simple[2; y]]
7

The generded veri catio n condition can be proven by the PredicateProver or the PCS
prover of the Theoremasystem, by writing:

ProvelLemma["Simple"]; by! PredicateProver]

or

ProvelLemma["Simple"; by! PCS]
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9.2 Simplest Array

In this example we illustrate the use of arrays in the Theorema Procedurd Language.
The program takesan array a and a value b, and returns an array c with the value of b
asthe r st elemen.

Specicat ion["'SimpleArray"; SimpleArray[#a; #b; " c|;
Pre! True ;
Post! (c= a1 p)]

Progr am["SimpleArray"; SimpleArray[#a;#b;" c];
c:= g
C = b

]

V CG[Program["SimpleArray"]; Specif ication["SimpleAr ray"]]
Lemma(SimpleArray) :

forany: a; b c

(Init) True) (a1 b = a1 b))

Execute [SimpleArray[< 2; 4; 1>; O; out]]
<0 4 1>

9.3 Swap

In this example the values of two variables are 'swapped' and it shows an interface with
transient parameters. Also in the sourcecode, the Module block illustrates the usage of
local variables
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Specicat ion["Swap"; Swap[l x;1 vy];
Pre! x=X)"y=Y) ;

Post ! x=Y)M(y=X) ]

Progr am["Swap"; Swap[l x;| v];
M odul €[f tmpg;

tmp = X;
X =Y;
y = tmp

1

V CG [Program['Swap"]; Specif ication[" Swap"]]
Lemma(Swap) :
forany:x; y; tmp

(Init) (x=X)"*(y=Y) ) x=Y)"(y=X)

The generakd veri catio n condition can be proven by the PredicateProver of the Theo-
remasystem, by cdling:

Prove[Lemmal["Swap']; by! PredicateProver]
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9.4 Sorting with Max imum

This is a sorting program expressedin the Theoremaimperative language.

Speci cat ion["SortM ax"; SortM ax[l a];
Pre! (ja 2);
Post! (8k=1;:jaj 1(8  a+1)

Progr am["SortM ax"; SortM ax|[l a];

IF[a1 ag;
m = ap;
ap = ap;
ap:=m
I;
FORJ[i; 2;(kak 1);
pos:= i;
FORJj; i + 1; kak;
| F[a; > apos;
pos:= jL;( IF )
| nvariant ! 8k=2i(ak 1 @)
| F[apos > ai;
M = QApos;
Apos = @i,
a=m
I;
Invariant ! 8y=p;ui(ak 1 a)
1( FOR );

Spedf ication ! Spedf ication["SortM ax"]
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V CG [Program[" SortM ax"]

Lemma(SortM ax) :

forany:a

(FOR:Invl) A A

(Bk=2 ik 1 &) Bl=ir::j 1&apos a)) (i+1 A/j\ ja))

(aj > apos) 8k=2;:::;i(ak 1 ak) 8I7\i '''' (j+1) 1(aj al))

((: (aj > apos))) 8k=2;:::;i(a~k 1 ak) 8|=i;:::;(j +1) 1(apOS aI))

(8k=2;:2:;i(ak 1 ) 8I:i;:::;(jaj+l) l(apos a)) )
(Apos > @ ) 8Bk=2:::i+1((akpos  ajkki aposk)k 1 (akpos  ajkki aposk)k))

((: (apos > ai)) ) 8k=2;:::;i+1 (ak 1 ak))

N

8k=2;:::;i(ak 1 ak) A (2 A (JaJ 1)) )

8k=2;:::;i(a-k 1 ak) 8I:i;:::;(i+1) l(ai al)

(I'nit)
jagi 2) (a1 az) 8k=o--o((ak2  agkki ak)k 1 (ak2 aikkl axk)y))

.....

(- (a1 @) 8Bk=2yu2(ax 1 a))

AN

9.5 Nested Whil es

This example demorstr ates that even in programs with nested WHILE statements one
only has to supply the loop invariants for the veri catio n condition generabr.
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Specicat ion["NestedWhiles'; NestedPower[#x; #y; " z];
Pre! (y 0) ;
Post! (z = xY)]

Progr am["N estedWhiles'; NestedPower[#x; #Y; " z];

M odul€]f a; bg;
IFly =0
z:= 1
a:= x;( ELSEbranch )
b:=vy;
z:=1;
WHILE[b> O;
b:=b 1;
z:=2z g
WHILE[EvenQ[b ~ (b> 0);
b:= b=2;
a=a a
Invariant | (z aP= xY)
] WHILE ); A
Invariant | ((z a= xY) (b> 0)
1 WHILE )
1C1F )
1;( Module)

Spedf ication ! Spedf ication["N estedWhiles']
]

V CG [Program["N estedWhiles']; Specif ication["N estedWhiles"]
Lemma(N estedWhiles) :
forany: x; vy; z; 3; 0

N

(WHILE:Inv) (z 3= xY) (True » 0>0) ) z (3 3)% = xY
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N AN

(WHILE :Final) (z 3°=xY) ((True™ 0>0)) (z 3 =x¥ 0>0)
(WHILE:Inv) (z 3®=x¥) 2 0>0 0>0) ((z 3 3¥1!=x)
(WHILE:Final) ((z 3°=xY) "0>0) ((0>0)) (z=x)

N

(lnit)y  0)  (y=0)) (1=x) C(y=0)) @ x=x)"y>y

9.6 Exam ple of auto matically generated invariants from inde-
pendent recursiv e equation

Considering the example of integer division desribed in section 6, we present the veri cation
conditions for a version of this program, namey for the casewhen the use does not spedfy the
invariant, this necessary annotation being automatically generated by our novel approach basal
on recaurence solving.

Thus, the source code and its speci cation is as follows:

Spedf ication["Division";Div[#x; #y;" rem;" quol;
Pre! ((x 0)~(y> 0));
Post! ((quo y+rem=x)" (0 rem<y))]

Program["Division"; Div[#x; #y;" rem;" quo];
quo := 0;

rem:= x;

WHILE[y rem;

rem:=rem vy;

quo := quo+ 1;

TerminationT erm ! rem];

Spedf ication ! Spedf ication["Division"]]

One obseaves, that in this version, the Invariant construct doesnot appear in the body of the
loop. By applying the method that we proposed, the invariant is generated automatically as
being:

I nvariant ((quo y+rem=x)"(0 rem)” (0<y)

which is idertical to the invariant given by the user.
The rs part of the invariant, the equation quo y + rem = X is generatedusing the Gosper
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algorithm, while the other parts are obtained by analyzing the pogcondition of the WHILE
loop and extracting only those informations that contain ‘critical’ variables, i.e. variables that
are changed recursively in the body of the loop.
Hence the generated veri cation conditions are;

VCG [Program[*Division"]]
Lemma(Division) :

for any : x;y;rem; quo

(WHILE:Inv+ Term) (quo y+rem=x)"0 rem”0<y 7~y rem” (rem=T2)
!

) (quo+ 1) y+(rem y)=x ~0 (rem y)"0<y ~(rem y)<T2

(WHILE:Final) (quo y+rem=x)"0 rem”~0<y ~(y rem))

(quo y+rem=x)"0 rem”~rem<y

(WHILE :Term) (quo y+rem=x)"0 rem”0<y “y rem) rem O

(Init) x 0*y>0) 0O y+x)*0 x~"0<y
These veri cation conditions can be proven by the PredicateProver or the PCS prover of the
Theorema sysem, by writin g:

ProvelLemma['Division"]; by! PredicateProver]

or

Prove[lLemma['Division"]; by! PCS]

9.7 Exam ples of autom atically generat ed invarian tsfrom depen-
dent recur sive equations

9.7.1 Square Root with While Loop

This example we present the automated generation of invariant from recursive equations that
depend on each other, but at leag one of the recursive equation is independent from all the
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other ones.

Specicat ion["l ntegerSquareRoot"; | ntR oot[# n;" K];
Pre! (n 0);

Post! (k 0)~(k* n (k+ 1)?

I;

Progr am["| nteger SquareRoot"; | ntR oot[# n; " K];
M odul€]j ; m;
k:=0;
j=1
m:= 1;
n:= 0;
WHILE[m n;
k:=k+ 1;
=i+ 2
m:=m+j;
TerminationTerm! (n m)
1 WHILE )
]1( Module )

V CG[Program["l nteger SquareRoot"]; Specif ication["| ntegerSquar eRoot"]]

Lemmal"l ntegerSquar eRoot"]

forany:n;k;j;m

(WHILE:Inv+ Term)

G=1+2 K" (m=1+2 k+k)»"k 0~ k® n @+k?m n~A(Tl:= 1 m+n)

) @+j==1+2 QA+k) "@+j+m=3+2 k+@A+KH*( 2+( 1) j+( 1) m+n)<T1

(WHILE:Final)

G=1+2 KA"(m=1+2 k+k?»)»~ "k 0~k® n (@+k?2*(m n)
) k 0°k® n (1+k)?

(WHILE:Term)

G=1+2 K\*"(m=1+2 k+k)»” "k 0~k® n @+k?**m n
) 1 m+n O

(lnity n 0) (1=1)"(1=1)

41



In the processof veri cation conditions generation, by usingthe Gosper algorithm and analysing
the pogcondition of the loop (substracting only those parts which involve critical variables), we
generateth e following invariant:

=1+2 K *(M=1+2 k+k)»"r"k 0~k> n (@@1+k)?

The obtained veri cation conditions canbe provenwith the PCS prover of the Theoremasydem,
by writing:

ProvelLemma["| nteger SquareRoot"];by! PCS]

9.7.2 Sum of Integers

This example generatesthe veri cation conditi onsfor the program that computes the sum of n
integers,with out any interaction with the use, i.e. with automated geneation of loop invariants.

Specicat ion["Sum"”; SimpleSum[#n;" x];
Pre! (n 1)
n (n+1)

Post ! =
ost! (x 5

Progr am["Sum"; SimpleSum[#n;" Xx];
X :=0;
FORI[i; 1; n;
X=X+

|

By the application of the Gosper algorithm, from the analysis of the loop's body, we generate

theinvariant: x = %

Thus, the obtained veri cation conditions:
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V CG [Program["Sum"]; Specif ication["Sum™]]

Lemma(Sum) :

forany : n; x

(FOR:Invl)

2 x= 1 i+i9d21 iri n) 2 (i+x)= 1+( 1) i+@+i)?d

(For:lnv2)

n (n+1)

(2 x= 1+( 1) n+(@+n)?) (x= 5

(Init)n 1) (0=0)

and they can be proven by the PCS prover of the Theorema sysem, by calling:

ProvelLemma['Sum"];by! PCS]
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9.7.3 Square Calcul ation with For Loop

This example ill ustrates the possbilty of square computati on, by using For Loops.

Specicat ion["'SquarewithF OR"; SFOR[#n;" s];
Pre! (n 1)
Post! (s=n n)

Progr am["SquarewithF OR"; SFORJ[#n;" g];
s:=0;
FORIJi; 1;n;
s=s+((2 i 1)
I;
Spedf ication ! Spedf ication[" SquarewithF OR"]
]

V CG[Program["SquarewithF OR"]; Specif ication[" SquarewithF OR"]]
Lemma(SquarewithF or) :
forany:n; s
(FOR:Invl)
(1+s= 2 i+i9d21 i~i n
) ((2+2 i+s= 2 (A+i)+ @1+1i)?

(FOR:Inv2)
(1+s= 2 (1+n)+(1+n)?)) (s=n?
(Init) n 1) ( 1=( 1)

The generated invariant in this caseis: s = i*i - 2% + 1, and the obtained veri cation
conditions can be proven by calling the PCS prover of the Theorema sysem:

Prove[lLemma[" SquarewithF OR"];by ! PCS]
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10 Conclusions and Further Work

We are developing a veri cation system which enaldesthe userto specify, implement, verify and
exeute programswith in one uniform environment: Theorema

Combined with a practically oriented version of the theoretical frame of Hoaredogic, The-
orema provides readable arguments for the correctnes of programs, as well as usdul hints for
debugging. Moreover, it is apparent that the use of algebraic computation s (summation meth-
ods, variable elimination) is a promising approach to analysis of loops.

A major objective of our work is to develop the Veri cation Condition Generator . Based
on an "Extended Predicate Transformer" function, it makes veri cation possble with only a
minimal se of necessary annotations supplied by the user.

Another necessary contin uation of this work is th e analysis of programs containing recursive
calls. Weare currently invedigating thetheoreical framework and we are desgning the meth ods
for extradting the veri cation conditions of this type of programs.

Wit h the Theorema Procedural Language we have dedgned a small language with ideal
properties for program veri cation within the functional environment of Theorema and we have
tested the system with numerous examples
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